
Foreign Intelligence Efforts
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Tracking Foreign Cyber Threats Requires Collaboration Among US Intelligence, Law Enforcement, and Cyber Defense Agencies and the Private Sector
.CTIIC | MARCH 2024

Office of the Director of National Intelligence

The US Intelligence Community and other USG agencies utilize the full range of tools and authorities, including FISA 702, 
to identify and combat foreign cyber threats. The below graphic depicts how foreign threat actors target and illegally 

access US victim networks and devices. Responding to the ever evolving threats, requires broad collaboration and strong 
partnerships across the USG and private sector, consistent with complex legal, policy, economic, and privacy considerations.
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Domestic Intelligence and Law Enforcement Efforts

Cyber Defense Community Cyber Incident Reporting for Critical 
Infrastructure Act (CIRCIA) of 2022

Voluntary victim reporting
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CIRCIA requires covered entity victims 
to report critical cyber incidents. The 
reporting requirement is pending a final 
rule making, which must be issued no 
later than September 2025.

Products and services

Foreign cyber actors utilize internet infrastructure to 
conduct cyber attacks and intelligence collection in the US.




