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Chapter 1 - Introduction

1.1 - Purpose

This is an informative supplement for ROLE. This guide is generated from the ROLE Schemas and provides a consolidated reference for the schemas of this specification.
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Chapter 2 - Schema Files
2.1 - ROLE.xsd

<xsd: schema xml ns: xsd="http://ww. w3. or g/ 2001/ XM_Schema"
xm ns:role="urn:us:gov:ic:role"
xmns:roletype="urn:us:gov:ic:cvenumrol e:enterprise:role"”
xm ns: xht m ="http://ww. w3. or g/ 1999/ xht n - St opBr owser Render i ng"
target Namespace="urn: us: gov:ic:role"
attribut eFormDef aul t ="qualified"
el enent For nDef aul t =" qual i fi ed"”
xm |l ang="en"
i smconpliesWth="USGv USIC
i smresourceEl enent="true"
i smcreatebDat e="2020-08- 29"
i sm DESVer si on="202111"
i sm | SMCATCESVer si on="202205"
ismclassification="U"
i sm owner Pr oducer =" US
version="202111">

<xsd: annot ati on>
<xsd: docunent at i on>
<xhtm :hl i smownerProducer="USA" ismclassification="U>Intelligence Community
Techni cal Specification CVE Encodi ng Specification for Role
(RCLE. CES) </ xhtm : h1>
</ xsd: docunent at i on>

<xsd: docunent at i on>
<xhtm : h2 i sm owner Producer="USA" ismclassification="U">Notices</xhtm :h2>
<xhtm :p i smownerProducer="USA" ismclassification="U"> Distribution Notice:
Thi s docunment has been approved for Public Release and is available for use without restriction.

</xhtm : p>
</ xsd: docunent at i on>
<xsd: docunent at i on>
<xhtm : h2 i sm owner Producer="USA" ism cl assification="U">Description</xhtm:h2>
<xhtm :p i smownerProducer="USA" ismclassification="U"> WC XM. Schema for the CVE
Encodi ng Specification for ROLE (ROLE. CES). </xhtnl:p>
</ xsd: docunent at i on>
<xsd: docunent at i on>
<xhtm : h2 i sm owner Producer="USA" ismclassification="U">Introduction</xhtnm :h2>
<xhtm :p i smownerProducer="USA" ismclassification="U"> This XM. Scherma file is one
conmponent of the CVE Encodi ng Specification (CES). Please see the docunent titled <xhtm:i>
<xhtm :a href="../../Docunment s/ ROLE/ CesRol eXnl . pdf "> CVE Encodi ng Specification for
Rol e</ xhtm : a>
</xhtm :i> for a conplete description of the encoding as well as list of al
conmponents. </xhtm :p>
<xhtm :p I smownerProducer="USA" ismclassification="U"> 1t is envisioned that this
schema or its conponents, as well as other parts of the CES may be overridden for
| ocal i zed i nplenentations. Therefore, perm ssion to use, copy, nodify and distribute
this XM. Schema and the other parts of the CES for any purpose is hereby granted in
perpetuity. </ xhtm:p>
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<xhtm :p i smownerProducer="USA" ismclassification="U"> Please reference the preceding
two paragraphs in all copies or variations. The devel opers make no representation
about the suitability of the schema or CES for any purpose. It is provided "as is"
wi t hout expressed or inplied warranty. </xhtm :p>
<xhtm :p i smowner Producer="USA" ismclassification="U> If you nodify this XM. Schema
in any way | abel your schema as a variant of ROLE. CES. </xhtm:p>
<xhtm :p i smownerProducer="USA" ismclassification="U"> Please direct all questions,
bug reports, or suggestions for changes to the points of contact identified in the
document referenced above. </xhtm :p>
</ xsd: docunent at i on>
<xsd: docunent ati on>
<xhtm :h2 i smowner Producer="USA" | smclassification="U>lnplenentation Notes</xhtmnl :h2>
<xhtm :p i smownerProducer="USA" Ismclassification="U">The root elenent for ROLE is
<xhtm :a href="ROLE_xsd_El ement _rol e_Rol e. ht nl #Rol e">r ol e: Rol e</ xht nl : a>.
</ xhtm : p>
</ xsd: docunent at i on>
<xsd: docunent ati on>
<xhtm : h2 i sm owner Producer ="USA" ism cl assification="U">Creators</xhtmn :h2>
<xhtm :p i smownerProducer="USA" ismclassification="U>0fice of the Director of
National Intelligence Community Chief Information Oficer</xhtmn:p>
</ xsd: docunent at i on>
</ xsd: annot at i on>

<xsd: attribute nanme="CESVersion">
<xsd: annot ati on>
<xsd: docunent ati on xmn : | ang="en">

<xhtm :p i smownerProducer="USA" ismclassification="U">The version nunber of the
specification. This attribute is intended for processing systens to deternine
the appropriate versions of Schenma, Schematron, and CVE val ues for validation
and interpretation of an instance docunent. </ xhtm :p>

<xhtm :p i smownerProducer="USA" ismclassification="U">lf there are multiple of
this attribute specified in an instance docunent, the first one in docunent
order is the one that will apply to the entire document. Docunent order is

defined in <xhtm :a href="https://ww. w3. or g/ TR/ xpat h- dat anodel / #docunent - or der " >ht t ps: / / ww. w3. or g/ TR/ xpat h- dat anodel / #docunent - or der </ xht il : a>
</ xhtm : p>

</ xsd: docunent ati on>

</ xsd: annot ati on>

<xsd: si npl eType>
<xsd:restriction base="xsd:string">

<xsd:pattern value="[0-9]{6}(\.[0-9]{6})?2(\-.{1,23})?"/>

</xsd:restriction>

</ xsd: si npl eType>

</ xsd: attribute>

<xsd: el enent nane="Rol e" type="rol e:rol eType">
<xsd: annot ati on>
<xsd: docunent ati on xmni : | ang="en">
<xhtm :p I smownerProducer="USA" Ismclassification="U> An elenent linmted to allowable
roles. </xhtm:p>
</ xsd: docunent at i on>
</ xsd: annot at i on>
</ xsd: el enent >

<xsd:attribute name="rol e" type="role:rol eType">
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<xsd: annot ati on>
<xsd: docunentati on xm : |l ang="en">
<xhtm :p i smownerProducer="USA" Ismclassification="U"> An attribute limted to allowable
roles. </xhtm:p>
</ xsd: docunent ati on>
</ xsd: annot ati on>
</ xsd: attribute>

<xsd: si npl eType nanme="r ol eType" >
<xsd: annot ati on>
<xsd: docunent ati on>
<xhtm :p ismclassification="U" | smowerProducer="USA">l ndi cates the position, job
or area of responsibility associated with the entity</xhtn :p>
</ xsd: docunent at i on>
</ xsd: annot ati on>
<xsd:restriction>
<xsd: si npl eType>
<xsd:list itemlype="role:roleltenlype"/>
</ xsd: si npl eType>
<xsd: m nLength val ue="1"/>
<xsd: maxLengt h val ue="500"/>
</ xsd:restriction>
</ xsd: si npl eType>

<xsd: si npl eType nane="rol el t eniType" >
<xsd: annot ati on>
<xsd: docunent at i on>
<xhtm :p ismclassification="U" |smownerProducer="USA">Uni on of the allowed Role
types</ xhtm : p>
</ xsd: docunent at i on>
</ xsd: annot at i on>
<xsd: uni on nmenber Types="rol e: rol eC2SI t eniType rol e: rol eNebul al t eniType rol e: rol ePAASI t eniType rol e:rol eEnterpriseltenilype"/>
</ xsd: si npl eType>

<xsd: si npl eType nanme="rol eEnt erpri seltenilype">
<xsd: annot ati on>
<xsd: docunent ati on>
<xhtm :p ismclassification="U" | smownerProducer="USA">I ndi cates the Enterprise Role
associated with the entity</xhtn:p>
</ xsd: docunent ati on>
</ xsd: annot ati on>
<xsd:restriction base="xsd: NMTOKEN" >
<xsd: pattern val ue="ENT\-[ A-Za-z0-9_]{1, 255} (\-[ A-Za-z0-9_]{1, 255})"/ >
</xsd:restriction>
</ xsd: si npl eType>

<xsd: si npl eType nane="r ol eNebul al t enilype" >

<xsd: annot ati on>

<xsd: docunent ati on>

<xhtm :p ismclassification="U" | smownerProducer="USA">I ndi cates the Nebul a Rol e

associated with the entity</xhtn:p>

</ xsd: docunent ati on>
</ xsd: annot ati on>
<xsd: restriction base="xsd: NMTCKEN" >

This document has been approved for Public Release by the Office of the Director of National Intelligence. See Distribution Notice for details. 4




ROLE Schema Guide December 1, 2022

<xsd: pattern val ue="Nebul a-Cl A\ -[ A-Za-z0-9_]{1, 255}"/ >
</ xsd:restriction>
</ xsd: si npl eType>

<xsd: si npl eType nane="r ol ePAASI t enType" >
<xsd: annot ati on>
<xsd: docunent ati on>
<xhtm :p ismclassification="U" |smownerProducer="USA">I ndi cates the PAAS position,
job or area of responsibility associated with the entity</xhtml:p>
</ xsd: docunent at i on>
</ xsd: annot at i on>
<xsd:restriction base="xsd: NMTOKEN' >
<xsd: pattern val ue="PAAS\-[ A-Z0-9_.]1{1, 255} (\-[A-Za-z0-9_]{1,255}){2}\-[A-Z0-9_]1{1,64}"/>
</ xsd:restriction>
</ xsd: si npl eType>

<xsd: si npl eType nane="rol eC2Sl t enilype" >
<xsd: annot ati on>
<xsd: docunent ati on>
<xhtm :p ismclassification="U" |smownerProducer="USA">| ndi cates the C2S position,
job or area of responsibility associated with the entity</xhtm :p>
</ xsd: docunent at i on>
</ xsd: annot at i on>
<xsd:restriction base="xsd: NMTOKEN" >
<xsd: pattern val ue="C2S\-[A-Z0-9 .]1{1, 255} (\-[A-Za-z0-9_]{1,255}){2}\-[A-Z20-9 1{1,64}"/>
</ xsd:restriction>
</ xsd: si npl eType>

<xsd: annot ati on>
<xsd: docunent ati on>
<xhtm :h2 i sm owner Producer="USA" ismclassification="U">Formal Change List</xhtnl:h2>
<xhtm :tabl e i sm ownerProducer="USA" ismclassification="U" i|d="ChangeHi story">
<xhtm : capti on>Change Hi story</xhtm :caption>
<xhtnl : t head>
<xhtm :tr>
<t h>Ver si on</ t h>
<t h>Dat e</t h>
<t h>By</t h>
<t h>Descri pti on</th>
</xhtm:tr>
</ xhtm : t head>
<xhtm : t body>
<xhtm :tr>
<xhtm :td>2021- NOV</ xhtm : t d>
<xhtm :td>2020- 08-29</ xhtm : t d>
<xhtm :td>0DNI /1 C Cl Q| AD</ xhtm : td>
<xhtm :td>For changes to schemm, reference
the change history in the CES. </xhtm:td>
</xhtm:tr>
</xhtm : t body>
</xhtnm :tabl e>
</ xsd: docunent ati on>
</ xsd: annot at i on>
</ xsd: schena>
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