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Chapter 1 - Introduction

1.1 - Purpose

This is an informative supplement for IC-EDH. This guide is generated from the IC-EDH Schemas and provides a consolidated reference for the schemas of this specification.
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Chapter 2 - Schema Files
2.1 - IC-EDH.xsd

<xs:schema xm ns: xs="http://ww. w3. org/ 2001/ XM_Schenma"
xm ns: ntk="urn:us:gov:ic:ntk"
xm ns:edh="urn:us:gov:ic:edh"
xm ns:arh="urn:us:gov:ic:arh"
xm ns:icid="urn:us:gov:ic:id"
xm ns: xhtm ="http://ww. w3. or g/ 1999/ xht nl - St opBr owser Renderi ng"
xm ns: usagency="urn: us: gov:ic:usagency"
xm ns:cct="urn:us:gov:ic:cvenumisntat:responsi bl eentity"”
tar get Nanespace="urn: us: gov:i c: edh"
attri but eFornDef aul t ="qual i fied"
el ement For nDef aul t =" qual i fi ed"
xm : | ang="en"
I smconpliesWth="USGov USIC
i smresourceEl enent ="t rue"
I smcreat ebat e="2019-09- 18"
I sm DESVer si on="202111"
i sm | SMCATCESVer si on="202205"
ismclassification="U
i sm owner Producer =" USA"
version="201903" >
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :h1l i smownerProducer="USA" [smclassification="U>Intelligence Community Technical Specification XML
Data Encoding Specification for Enterprise Data Header (IC-EDH.XML)</xhtmni :hi1>
</ xs: docunent ati on>

<xs:docunent ati on>
<xhtm : h2 i sm owner Producer="USA" ism cl assification="U">Notices</xhtm :h2>
<xhtm :p i smowner Producer="USA" |Ismclassification="U">Distribution Notice:
This document has been approved for Public Release and is available for use without restriction.
</ xhtm : p>
</ xs: docunent ati on>

<xs:docunent ati on>
<xhtm : h2 i sm owner Producer ="USA" ism cl assification="U">Description</xhtmn : h2>
<xhtm :p i smowner Producer="USA" ismclassification="U>W3C XML Schema for the XML Data Encoding Specification
for Enterprise Data Header (IC-EDH.XML).</xhtni :p>
</ xs: docunent ati on>

<xs:docunent ati on>

<xhtm : h2 i sm owner Producer="USA" ism classification="U" >Introduction</xhtnl : h2>

<xhtm :p i smownerProducer="USA" Ismclassification="U>This XML Schema file is one component of the XML Data
Encoding Specification (DES). Please see the document titled <xhtnl:i>

<xhtm :a href="../../Docunents/| C EDH DesEdhl cXm . pdf “>XML Data Encoding Specification for Enterprise Data
Header</ xhtnl : a>
</xhtm :i> for a complete description of the encoding as well as list of all components.</xhtni: p>

<xhtm :p i smowner Producer="USA" Ismclassification="U>Ilt is envisioned that this schema or its components, as
well as other parts of the DES may be overridden for localized implementations. Therefore, permission to
use, copy, modify and distribute this XML Schema and the other parts of the DES for any purpose is hereby
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granted in perpetuity.</xhtni:p>

<xhtm :p i smowner Producer="USA" Ismclassification="U >Please reference the preceding two paragraphs in all
copies or variations. The developers make no representation about the suitability of the schema or DES for
any purpose. It is provided "as is" without expressed or implied warranty.</xhtm : p>

<xhtm :p i smowner Producer="USA" Ismclassification="U>1f you modify this XML Schema in any way label your
schema as a variant of EDH.XML.</xhtni : p>

<xhtm :p I smownerProducer="USA" Ismclassification="U >Please direct all questions, bug reports, or suggestions
for changes to the points of contact identified in the document referenced above.</xhtnl:p>

</ xs: docunent ati on>

<xs:docunent ati on>

<xhtm :h2 i sm owner Producer="USA" ismclassification="U>Implementation Notes</xhtnl:h2>

<xhtm :p i smownerProducer="USA" ismclassification="U">No implementation notes at this time.</xhtnl :p>
</ xs: docunent ati on>

<xs: docunent ati on>
<xhtm : h2 i sm owner Producer="USA" ism cl assification="U"'>Creators</xhtni:h2>
<xhtm :p i smowner Producer="USA" Ismclassification="U>0fFice of the Director of National Intelligence
Intelligence Community Chief Information Officer</xhtnl:p>
</ xs: docunent ati on>
</ xs: annot ati on>

<l o _Fkkkkhkhhhhhhhhhhhbhbhbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbdd_ S

<I--Start Inport Statenents-->

IR R R R R R R R R R S S R R I S Y

<xs:inmport namespace="urn:us:gov:ic:arh" schenalLocation="../1SM | C ARH. xsd"/ >
<Xs:inmport nanespace="urn:us:gov:ic:cvenumisntat:responsibleentity”
schemalLocati on="../1 SMCAT/ CVECGener at ed/ CVEnum SMCATResponsi bl eEntity. xsd"/>

<xs:inmport nanespace="urn:us:gov:ic:id" schenmalLocation="../1CGIDICID. xsd"/>
<xs:inport nanmespace="urn:us:gov:ic:isn schemalLocation="../1SMIC|SM xsd"/>
<xs:inport nanmespace="urn:us:gov:ic:ntk" schemalLocation="../1SMI|C NTK xsd"/>

<XS:inmport nanmespace="urn: us:gov:ic:usagency"
schenmalLocat i on=". ./ USAgency/ USAgency. xsd"/ >

<| __***************************************************__>

<!--End Inport Statenents-->

<| __***************************************************__>

<| __***************************************************__>

<l--Start Al case-insensitive al phabetically-->

<| __***************************************************__>

<xs: el enment nane="Aut horizati onReference" type="edh: Aut hori zati onRef er enceType" >
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p i smownerProducer="USA" ismclassification="U">Attribute to hold the authorization reference of the
data object referred to by the EDH. One or more indicators of a unique and documented legal basis for all
activities surrounding the creation, retention and use of an information resource.</xhtnl:p>
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</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >

<xs: si npl eType nanme="Aut hori zati onRef er enceType" >
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p i smownerProducer="USA" ismclassification="U">0ne or more indicators of a unique and documented
legal basis for all activities surrounding the creation, retention and use of an information
resource.</ xhtn : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs: NMTOKENS"/ >
</ xs: si npl eType>

<xs: el ement nanme="Country" type="cct: CVEnum SMCATResponsi bl eEntity">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" | smowerProducer="USA">The IS0 3166 country code of the organization that
created the data item.</xhtni:p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

<xs:elenment name="DataSet" type="ism ShortStringWthSecurityType">
<xs:annotati on>
<xs:docunent ati on>
<xhtm :p I smownerProducer="USA" Ismclassification="U">A means of indicating a particular association of data. MUST not impact access control, access control MUST
be entirely contained in the ARH section.</xhtml : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

<xs: el ement nanme="Datal t enCreat eDat eTi me" type="xs: dateTi ne">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p 1 smownerProducer="USA" Ismclassification="U >The created dateTime of the data object referred to
by the EDH.</xhtnl : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

<xs:attribute nane="DESVersion">
<xs:annot ati on>
<xs:docunentation xm :|ang="en">
<xhtm :p I smownerProducer="USA" Ismclassification="U">The version number of the DES</xhtnl :p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:sinpl eType>
<xs:restriction base="xs:string">
<xs:pattern value="[0-9]{6}(\.[0-9]{6})?(\-.{1,23})?"/>
</xs:restriction>
</ xs: si npl eType>
</xs:attribute>
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<xs: el emrent nane="Edh">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p i smowner Producer="USA" ismclassification="U >Used for specifying an object"s basic header
information required for exchange on the IC Enterprise when the object is present in the same instance
document as this element.</xhtnl: p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:conpl exType>
<xs: conpl exCont ent >
<xs: ext ensi on base="edh: EdhType" >
<Xs:sequence>
<xs:elenment ref="arh: Security"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conmpl exType>
</ xs: el enent >

<xs: conpl exType nane="EdhType">

<xs:annot ati on>

<xs: docunent ati on>
<xhtm :p i smowner Producer="USA" ismclassification="U>A base type to hold the common components of an
EDH.</ xhtm : p>

</ xs: docunent ati on>

</ xs:annot ati on>

<Xs:sequence>
<xs:element ref="icid:ldentifier" mnCccurs="1" maxCccurs="1"/>
<xs: el enment ref="edh: DataltenCreatebDateTi me" m nCccurs="1" maxCccurs="1"/>
<xs: el ement ref="edh: Aut hori zati onRef erence"” m nCccurs="0" nmaxOccurs="1"/>
<xs: el enment ref="edh: Responsi bl eEntity" m nOccurs="1" maxCccurs="2"/>
<xs: el ement ref="edh: DataSet" m nCccurs="0" maxCccurs="1"/>

</ xs: sequence>

<xs:attribute ref="edh: DESVersi on" use="optional "/>

<xs:attribute ref="ism DESVersion" use="optional"/>

<xs:attribute ref="ism|SMCATCESVersi on" use="optional"/>

<xs:attribute ref="ntk: DESVersi on" use="optional "/>

<xs:attribute ref="arh: DESVersion" use="optional"/>

<xs:attribute ref="icid: DESVersion" use="optional"/>

<xs:attribute ref="usagency: CESVersion" use="optional"/>

</ xs: conpl exType>

<xs: el ement name="Externnal Edh" >
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p 1 smownerProducer="USA" Ismclassification="U >Used for specifying an object"s basic header
information required for exchange on the IC Enterprise when the object is not in the instance document
that this element is used. Values specified in this header will not contribute to roll-up.</xhtnl: p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs: conpl exType>
<xs: conpl exCont ent >
<xs: ext ensi on base="edh: EdhType" >
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<XS:sequence>
<xs:element ref="arh: External Security"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
</ xs: el enent >

<xs: el ement nanme="Organi zation" type="xs: NMTOKEN" >
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p i sm owner Producer="USA" ismclassification="U >The organization within the country specified that
created the data item.</xhtnm :p>
</ xs: docunent ati on>
</ xs: annot at i on>
</ xs: el enent >

<xs: el ement nanme="Responsi bl eEntity" type="edh: Responsi bl eEntityWthRol eType" >
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p I smownerProducer="USA" Ismclassification="U">The creator entity that created the data item
referenced by the EDH.</xhtml : p>
</ xs: docunent at i on>
</ xs:annot ati on>

</ xs: el enent >

<xs:sinpl eType nane="Responsi bl eEntityRol eType">
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p i sm owner Producer ="USA" ismclassification="U>
Role identifies the relationships of the ResponsibleEntity to the data item
referenced by the EDH. The role of Originator represents that the ResponsibleEntity is the creator/originator/author of the data item
referenced by the EDH. The role of Custodian represents that the ResponsibleEntity is responsible for the data item
referenced by the EDH being on the network but is not necessarily the creator/originator/author of it.
You must have one and only one Custodian, and you may have zero or one Originator.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs: NMTOKEN' >
<xs:enuneration value="COriginator"/>
<xs:enuneration val ue="Custodi an"/ >
</xs:restriction>
</ xs:si npl eType>

<xs: conpl exType nane="Responsi bl eEntityWt hRol eType" >
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p i smowner Producer="USA" Ismclassification="U>A base type to hold the common components of an
EDH. It enforces the presence of a role attribute.</xhtnl : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<Xs:sequence>
<xs:el ement ref="edh: Country" naxCccurs="1" m nCccurs="1"/>
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<xs: el ement ref="edh: Organi zation" m nCccurs="1" maxCccurs="1"/>
<xs: el ement ref="edh: SubOrgani zati on" m nOccurs="0" maxCccurs="1"/>
</ xs: sequence>
<xs:attribute nanme="rol e" type="edh: Responsi bl eEntityRol eType" use="required">
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p i smownerProducer="USA" ismclassification="U >Role identifies the relationships of the ResponsibleEntity to the data item
referenced by the EDH. The role of Originator represents that the ResponsibleEntity is the creator/originator/author of the data item
referenced by the EDH. The role of Custodian represents that the ResponsibleEntity is responsible for the data item
referenced by the EDH being on the network but is not necessarily the creator/originator/author of it.
You must have one and only one Custodian, and you may have zero or one Originator.</xhtnl :p>
</ xs: docunent ati on>
</ xs:annot ati on>
</xs:attribute>
<xs:attributeGoup ref="ism SecurityAttributesOptionG oup"/>
</ xs: conpl exType>

<xs: conpl exType nane="Responsi bl eEntityType">
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p i smowner Producer="USA" ismclassification="U>A base type to hold the common components of an
EDH.</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<Xs:sequence>
<xs:elenment ref="edh: Country" naxCccurs="1" m nCccurs="1"/>
<xs:elenment ref="edh: Organization" m nCccurs="1" nmaxCccurs="1"/>
<xs: el ement ref="edh: SubOrgani zati on" m nOccurs="0" nmaxCccurs="1"/>
</ xs: sequence>
<xs:attributeGoup ref="ism SecurityAttributesOpti onG oup"/>
</ xs: conpl exType>

<xs:el ement nanme="SubOrgani zation" type="xs: NMTOKEN' >
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p i smownerProducer="USA" ismclassification="U">The suborganization within the organization
specified that created the data item.</xhtnl:p>
</ xs: docunent at i on>
</ xs:annot ati on>
</ xs: el enent >

<l o Fkkkhhhhhhhhhhhhhbhbhbbhbhbbbbbbbbbbbbbbbbbbbbbbbbbbbddr_ S

<l--End Al case-insensitive al phabetically-->

IR R R R R R R R S R R S R S

<xs:annot ati on>
<xs: docunent ati on>

<xhtm :h2 i smowner Producer="USA" |smclassification="U >Formal Change List</xhtni :h2>
<xhtm :tabl e i sm owner Producer="USA" ismclassification="U" id="ChangeH story">

<xhtm : capti on>Change History</xhtnl :caption>

<xhtm : t head>

<xhtm :tr>
<t h>Version</t h>
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<t h>Date</t h>
<t h>By</t h>
<t h>Description</th>
</xhtm:tr>
</xhtm : t head>
<xhtnnl : t body>
<xhtm :tr>
<xhtm :td>2016-SEP</ xht m : t d>
<xhtm :td>2016-02-17</ xht m : t d>
<xhtm :td>I1C CIO</xhtm :td>
<xhtm :td>The schema change logs will no longer be maintained as of the 2016-SEP release.
The existing change logs will only serve as legacy information.
For changes to schema as of and after 2016-SEP, reference the change history in the DES.</xhtm :td>
</xhtm :tr>
<xhtm :tr>
<xhtm : td>2015-AUG</ xht ml : t d>
<xhtm :td>2015-04-16</ xhtm : t d>
<xhtm :td>IC CIO</xhtm :td>
<xht m : t d>Refactored schema to use ISMCAT Responsible Entity CVE for edh:Country.</xhtm :td>
</xhtm:tr>
<xhtm :tr>
<xhtm :td>2015-AUG</ xht m : t d>
<xhtm :td>2015-04-16</ xht m : t d>
<xhtm :td>IC CIO</xhtm :td>
<xhtm : t d>Refactored schema to use types and avoid inline element declarations.</xhtni :td>
</xhtm :tr>
<xhtm :tr>
<xhtm :td>4</xhtm :td>
<xhtnm : td>2013-08-16</ xht m : t d>
<xhtm :td>IC CIO</xhtm :td>
<xhtm : td>Added an optional attribute to declare the CES Version for ISMCAT on the IC-EDH root elements.</xhtml :td>
</xhtm:tr>
<xhtm :tr>
<xhtm :td>4</xhtm : td>
<xhtm :td>2013-08-16</ xht m : t d>
<xhtm :td>IC CIO</xhtm :td>
<xhtnl : t d>Added the US Agency CES Version attribute to the EDH top-level element.</xhtm :td>
</xhtm :tr>
<xhtm :tr>
<xhtm :td>3</xhtm :td>
<xhtm :td>2012-01-31</ xhtm : t d>
<xhtm :td>Clay, ODNI/CIO/ME/DIA</xhtm :td>
<xhtm : td>Added a dependency on the IC-1D specification. Updated the Edh type to reference the
Identifier element defined in IC-ID and removed the local definition.</xhtm :td>
</xhtm :tr>
<xhtm :tr>
<xhtm :td>1</xhtm :td>
<xhtm :td>2012-11-05</ xhtm : t d>
<xhtnl : t d>Hodges, ODNI1/CIO/ME/DIA</ xhtm :td>
<xhtm :td>Initial release of this module</xhtnl :td>
</xhtm:tr>
</xhtm : t body>
</ xhtm : tabl e>
</ xs: docunent at i on>

This document has been approved for Public Release by the Office of the Director of National Intelligence. See Distribution Notice for details.




IC-EDH Schema Guide December 1, 2022

</ xs: annot ati on>
</ xs: schema>
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