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Chapter 1 - Introduction

1.1 - Purpose

This is an informative supplement for IC-TDF. This guide is generated from the IC-TDF Schemas and provides a consolidated reference for the schemas of this specification.
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Chapter 2 - Schema Files
2.1 - IC-TDF.xsd

<xs:schema xm ns: xs="http://ww. w3. org/ 2001/ XM_Schenma"
xm ns="urn:us:gov:ic:tdf"
xm ns:enc="http://ww.w3. org/ 2001/ 04/ xm enc#"
xm ns:ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#"
xm ns: xhtm ="http://ww. wW3. or g/ 1999/ xht m - St opBr owser Renderi ng"
xm ns: tdfsigal ="urn:us:gov:ic:cvenumtdf:signatureal gorithnt
xm ns:tdfstate="urn:us:gov:ic:cvenumtdf:state"
xm ns:tdf hashal ="urn:us:gov:ic:cvenum tdf: hashal gorithnt
xm ns: sf hashv="urn: us: gov:ic:sf: hashverification"
xm ns: sf="urn:us:gov:ic:sf"
xm ns: edh="urn: us: gov:ic: edh"
xm ns:arh="urn:us: gov:ic:arh"
xmns:rr="urn:us:gov:ic:revrecall"
target Nanmespace="urn: us: gov:ic:tdf"
el ement For nDef aul t ="qual i fi ed"
attributeFornDefaul t="qualified"
I smconpliesWth="USGv USIC
i smresour ceEl enent ="true"
I sm creat eDat e="2019- 09- 18"
i sm DESVer si on="202111"
i sm | SMCATCESVer si on="202205"
ismclassification="U"
i sm owner Pr oducer =" USA"
version="202111">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :hl i smownerProducer="USA" ismclassification="U>Intelligence Community
Technical Specification XML Data Encoding Specification for Trusted Data Format
(IC-TDF.XML)</ xht m : h1>
</ xs: docunent ati on>
<xs:docunent ati on>
<xhtm : h2 i sm owner Producer="USA" ismclassification="U" >Notices</xhtnl :h2>
<xhtm :p I smownerProducer="USA" Ismclassification="U">Distribution Notice:
This document has been approved for Public Release and is available for use without restriction.
</ xhtm : p>
</ xs: docunent ati on>
<xs: docunent ati on>
<xhtm : h2 i sm owner Producer="USA" i sm cl assification="U">Description</xhtm : h2>
<xhtm :p i smownerProducer="USA" |smclassification="U>W3C XML Schema for the XML Data
Encoding Specification for the intelligence version of Trusted Data Format
(1C-TDF.XML) .</ xht nl : p>
</ xs: docunent ati on>
<xs:docunent ati on>
<xhtm : h2 i sm owner Producer="USA" ism classification="U">Introduction</xhtn : h2>
<xhtm :p I smownerProducer="USA" Ismclassification="U">This XML Schema file is one

component of the XML Data Encoding Specification (DES). Please see the document titled<xhtn :

<xhtm :a href="../../Docunents/| C TDF/ DesTdf | cXnl . pdf ">XML Data Encoding
Specification for Intelligence Trusted Data Format</ xhtnl :a>
</ xhtm :i>For a complete description of the encoding as well as list of all

P>
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components.</ xht ni : p>

<xhtm :p I smownerProducer="USA" Ismclassification="U">It is envisioned that this
schema or its components, as well as other parts of the DES may be overridden for
localized implementations. Therefore, permission to use, copy, modify and distribute
this XML Schema and the other parts of the DES for any purpose is hereby granted in
perpetuity.</xhtnmn : p>

<xhtm :p i smowner Producer="USA" Ismclassification="U >Please reference the preceding
two paragraphs in all copies or variations. The developers make no representation
about the suitability of the schema or DES for any purpose. It is provided "as is"
without expressed or implied warranty.</xhtni: p>

<xhtm :p 1 smownerProducer="USA" Ismclassification="U">1f you modify this XML Schema in
any way label your schema as a variant of IC-TDF.XML.</xhtnl : p>
<xhtm :p i smowner Producer ="USA" |Ismclassification="U >Please direct all gquestions, bug

reports,or suggestions for changes to the points of contact identified in the
document referenced above.</xhtnl : p>
</ xs: docunent ati on>
<xs:docunent ati on>
<xhtm :h2 I smowner Producer ="USA" | sm classification="U>Implementation Notes</xhtm : h2>

<xhtm :p i smownerProducer="USA" |smclassification="U>The root elements for a TDF
instance are either: <xhtnl :ul >
<xhtm :1i ism ownerProducer="USA" ismclassification="U">
<xhtm :a href="1C TDF_xsd_El ement _Trust edDat aCol | ecti on. ht M #Trust edDat aCol | ecti on" >tdf:TrustedDataCollection</ xhtmnl : a>
</xhtm:li>
<xhtm :1i ism ownerProducer="USA" ismclassification="U">
<xhtm :a href="1C TDF_xsd_El ement _Trust edDat aCbj ect . ht ml #Tr ust edDat aCbj ect " >tdf:TrustedDataObject</ xht nl : a>
</xhtm:li>
</ xhtm :ul >
</ xhtm : p>

</ xs: docunent ati on>
<xs: docunent ati on>
<xhtm : h2 i sm owner Producer="USA" ismcl assification="U"'>Creators</xhtnl:h2>
<xhtm :p I smownerProducer="USA" Ismclassification="U >0ffFice of the Director of
National Intelligence Intelligence Community Chief Information Officer</xhtnl:p>
</ xs: docunent ati on>
</ xs:annot ati on>

<|__ ER R Ik Sk kS S Sk Sk S I R Rk Ik kS Sk kO O - >
<! -- | nport statenents -->
<|__ kkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkikhkhkrkikhkhk* - >

<! - - Repl aci ng:
<XS:inport nanmespace="urn:us:gov:ic:cvenumtdf:signatureal gorithm' schenmalLocati on="./CVEGener at ed/ CVEnumlIDFSi gnat ur eAl gorithm xsd"/>
- - >
<!-- lc-Tdf: Update inport path to BASE- TDF CVEGenerated for CVEnumlIDFHashAl gorithm -->
<XS:inport nanmespace="urn:us:gov:ic:cvenumtdf:signatureal gorithn
schenalLocat i on=". ./ BASE- TDF/ CVEGener at ed/ CVEnunirDFSi gnat ur eAl gorithm xsd"/ >
<!--Repl aci ng:
<XS:inport namespace="urn:us:gov:ic:cvenumtdf:hashal gorithm schermalLocati on="./CVEGener at ed/ CVEnumlDFHashAl gori t hm xsd"/ >
- - >
<!-- lc-Tdf: Update inport path to BASE- TDF CVECGenerated for CVEnumrIDFSi gnatureAl gorithm-->
<XS:inport nanespace="urn:us:gov:ic:cvenumtdf: hashal gorithnt
schenalLocat i on=". ./ BASE- TDF/ CVEGener at ed/ CVEnunirDFHashAl gori t hm xsd"/ >
<! --Repl aci ng:
<xS:inport nanmespace="urn:us:gov:ic:cvenumtdf:state” schenaLocation="./CVEGener at ed/ CVEnumlDFAppl i esToSt at e. xsd"/ >
- - >
<!-- lc-Tdf: Update inport path to BASE- TDF CVEGenerated for CVEnumiDFAppliesToState -->
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<XS:import namespace="urn:us:gov:ic:cvenumtdf:state"
schemalLocat i on=". ./ BASE- TDF/ CVEGener at ed/ CVEnumTIDFAppl i esToSt at e. xsd"/ >
<xs:inport nanmespace="urn:us:gov:ic:sf:hashverification"

schemalLocation="../1C- SF/ HashVeri fication.xsd"/>
<xs:inmport nanmespace="urn:us:gov:ic:sf" schemalLocation="../1C SF/IC SF. xsd"/>
<!__ EE R R I b R I S I -->
<l-- El ement s -->
<!__ EIEE R I b I R I S S O - >
<!-- TDC root elenent -->
<!-- lc-Tdf: Add EDH, ARH, RevRecall schena inports -->
<xS:inport nanespace="urn:us:gov:ic:edh" schenalLocation="../1C EDH | C EDH. xsd"/ >
<xs:inport namespace="urn:us:gov:ic:arh" schemalLocation="../1SMI|C ARH. xsd"/ >
<xs:inmport nanespace="urn:us:gov:ic:revrecall"
schenmalLocation="../RevRecal | / RevRecal | _XM.. xsd"/ >

<xs:el ement name="TrustedDataCol | ecti on" type="TrustedDataColl ectionType">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p I smownerProducer="USA" Ismclassification="U"> The root element of a
Trusted Data Collection. </xhtnl:p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<l-- TDO root elenent -->
<xs: el ement nane="Trust edDat aCbj ect" type="Trust edDat aCbj ect Type" >
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p I smownerProducer="USA" Ismclassification="U"> The root element of a
Trusted Data Object. A Trusted Data Collection may contain many Trusted Data
Objects. </xhtnl :p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

<|__ EE IR I b S 6 I I R I I I I I R I I I S I I kI I S S 3 >
<! -- Attributes -->
<|__ R IR S I b b I I I I I I b I S b I I I b I S S I kb - >

<xs:attribute name="version">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p i smownerProducer="USA" ismclassification="U"> The version number of the
DES. </xhtm :p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs: si npl eType>
<xs:restriction base="xs:string">
<! - - Repl aci ng:
<xs:pattern value="[0-9]{6}(\.[0-9]1{6})?(\-.{1,23})?"/>
- - >
<!-- lc-Tdf: Update tdf:version regex to be for |IC TDF customi zation -->

<xs:pattern value="[0-9]{6}(\.[0-9]{6})?\-1CQ\-TDF\.[0-9] {6} (\.[0-9]{6})2(\-.{1,23})?"/>
</xs:restriction>
</ xs: si npl eType>
</xs:attribute>
<xs:attribute name="nedi aType" type="Medi aTypeType">
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<xS:annot ati on>
<xs: document ati on>
<xhtm :p ismclassification="U" |smowerProducer="USA"> An attribute for expressing

the mediaType of an object as defined in <xhtnl:a href="http://tools.ietf.org/htm/rfc4288">RFC 4288</xhtm :a>. </ xhtm :p>

</ xs: docunent ati on>
</ xs:annot ati on>
</xs:attribute>
<xs:attribute name="id" type="xs:|1D'>
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p i smownerProducer="USA" ismclassification="U"> A unique local identifier
used for binding and signing purposes. Not guaranteed to be unique across
multiple TDC/TDOs but must be unique within a single instance of
either.</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</xs:attribute>
<xs:attribute name="idRef" type="xs:|DREF">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p i smownerProducer="USA" ismclassification="U"> A reference to a
unique local identifier.</xhtml :p>
</ xs: docunent ati on>
</ xs:annot ati on>
</xs:attribute>
<xs:attribute name="fil ename" type="xs:string">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" | smownerProducer="USA"> This is the filename of the
payload. </xhtni :p>
</ xs: docunent ati on>
</ xs:annot ati on>
</xs:attribute>
<xs:attribute nane="scope">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p i smownerProducer="USA" ismclassification="U"> The grouping of objects to
which the assertion applies. Please see the "Assertion Scopes™ section in the
DES document for more information. </xhtnl:p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:si npl eType>
<xs:restriction base="xs:string">
<xs:enuneration ismclassification="U"
<xs:enuneration ismclassification="U"
<xs:enuneration ismclassification="U"
<xs:enuneration ismclassification="U"
[
[
[

sm owner Producer =" USA" val ue="TDO'/ >

sm owner Producer =" USA" val ue="TDC'/ >

sm owner Producer =" USA" val ue="PAYL"/ >

sm owner Producer =" USA" val ue="EXPLICI T"/ >
sm owner Producer =" USA" val ue="DESC TDO'/ >
sm owner Producer =" USA" val ue="DESC_PAYL"/ >
sm owner Producer ="USA" val ue="TDC_MEMBER'/ >

<xs:enuneration ismclassification="U
<xs:enuneration ismclassification="U
<xs:enuneration ismclassification="U
</xs:restriction>
</ xs: si npl eType>
</xs:attribute>
<xs:attribute nanme="isEncrypted" type="xs:bool ean">
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<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" |smowerProducer="USA">Used to denote if contents
are encrypted. When this optional attribute is absent, it is assumed to be
false.</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</xs:attribute>
<xs:attribute name="incl udesSt at ement Met adat a" type="xs: bool ean" >
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" | smownerProducer="USA">Used to indicate whether or
not to include element StatementMetadata when referencing an Assertion. In the
case of signatures and binding, this attribute indicates whether or not the
statement metadata is covered by the signature or binding. If not, it cannot be
cryptographically verified and should be considered informative only.
IncludesStatementMetadata should never be set on SignatureValue if there is a
boundvValueList, because the BoundValue elements in the list each have their own
explicit includesStatementMetadata attribute.</xhtnl : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</xs:attribute>
<xs:attribute nanme="nornalizati onMethod" type="xs:anyURl">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" | smownerProducer="USA">A URI that provides guidance
on how to format the included values such as whitespace, attributes, and child
nodes in a universally consistent manner. The normalization method is essential
to prevent formatting such as whitespace and order from interfering with the
validation of the cryptographic integrity of data.</xhtnl : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</xs:attribute>
<xs:attribute name="uri" type="xs:anyURl ">
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" |smowerProducer="USA">A uri expressing the
location of the referenced material.</ xhtnm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</xs:attribute>

<|__ EE IR R I b R I b S I S I S -->
<I-- Conpl ex Types -->
<|__ EIE R R b b I R I I I R I I - >

<xs:conpl exType name="Trust edDat aCol | ecti onType" >
<xs:annotati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" |smownerProducer="USA">A list of Trusted Data
Collections.</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<Xs:sequence>
<xs:group ref="AssertionG oup”" maxCccurs="1" m nCccurs="1"/>
<xs: choi ce maxCccur s="unbounded" m nCccurs="1">
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<xs: el ement ref="TrustedDataCollection"/>
<xs: el enent ref="TrustedDatalbject" naxCccurs="1"/>
</ xs: choi ce>
</ xs: sequence>
<xs:attribute ref="version" use="required"/>
<xs:attribute ref="sf: DESVersion" use="optional"/>
</ xs: conpl exType>
<xs: conpl exType nane="Trust edDat aCbj ect Type" >
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" |smowerProducer="USA">A list of Trusted Data
Objects.</ xhtnl : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<XS:sequence>
<xs:group ref="AssertionGoup" maxCccurs="1" nm nCccurs="1"/>
<xs:group ref="Encryptionlnformati onG oup"/>
<xs:group ref="Payl oadG oup"/ >
</ xs: sequence>
<xs:attribute ref="version"/>
<xs:attribute ref="sf: DESVersion" use="optional"/>
<xs:attribute ref="id" use="optional"/>
</ xs: conpl exType>
<xs:conpl exType nanme="Encrypti onMet hodType" >
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" |smowerProducer="USA">Describes the encryption
method</ xht m : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<XS:sequence>
<xs:el ement nane="KeySi ze" type="xs:integer" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" | smownerProducer="USA">The size of the key
used for encryption expressed as an integer.</xhtnmnl :p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="KeyEncodi ngFormat" type="xs:string" n nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" | sm ownerProducer ="USA">The name of the
primary encoding format of the key. The primary encoding format is named
in terms of the appropriate ASN.1 data format, if an ASN.1l specification
for the key exists. For example, the name of the ASN.1 data format for
public keys is SubjectPublicKeylnfo, as defined by the X.509 standard;
in this case, the returned format is "X.509". Similarly, the name of the
ASN.1 data format for private keys is PrivateKeylnfo, as defined by the
PKCS #8 standard; in this case, the returned format is "PKCS#8".
</xhtm : p>
</ xs: docunent ati on>
</ xs:annot at i on>
</ xs: el enent >
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<xs:el ement nane="1VParans" type="xs:base64Bi nary" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" 1smownerProducer="USA">Used to express the
Initialization Vector (1V) used by block cipher modes of operation.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="CaepParans" type="xs: base64Bi nary" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on>
<xhtml :p ismclassification="U" |smownerpProducer="USA">Used to express the
Optimal Asymmetric Encryption Padding (OAEP) scheme</ xhtml : p>
</ xs: docunent ati on>
</ xs:annot at i on>
</ xs: el enent >
<xs: el ement nane="HashAl gorithni type="xs:anyURl" mi nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" 1smownerProducer="USA">Used to express the
Hash function used with the Optimal Asymmetric Encryption Padding (OAEP)
scheme.</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot at i on>
</ xs: el enent >
<xs:el ement nanme="M3FAl gorithn type="xs:anyUR " mi nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on>
<xhtml :p ismclassification="U" ismownerpProducer="USA">Used to express the
Mask Generation Function used with the Optimal Asymmetric Encryption
Padding (OAEP) scheme.</xhtni : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="Tweak" type="xs:base64Bi nary" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" |smownerProducer="USA">Used to express the
Tweak used by various Cipher Block Chaining (CBC) schemes.</xhtml :p>
</ xs: docunent ati on>
</ xs:annot at i on>
</ xs: el enent >
<xs: el ement nane="Nonce" type="xs:base64Bi nary" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" |smownerProducer="USA">Used to express the
Nonce used by various Offset Codebook (OCB) mode schemes.</xhtnl:p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="Additional Aut henti cat edDat a"
type="xs: base64Bi nary"
m nCccur s="0">
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<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" i smownerProducer="USA">Used to express the
Additional Authentication Data (AAD) for Galois Counter Mode (GCM) of
block cipher algorithms.</xhtmn :p>
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
<xs: el ement nane="Aut henticationTag" type="xs:base64Bi nary" m nOccurs="0">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" ismownerProducer="USA">A cryptographic
checksum on data that is designed to reveal both accidental errors and
the intentional modification of the data in Galois Counter Mode (GCM) of
block cipher algorithms._</xhtmn :p>
</ xs: documnent at i on>
</ xs:annot ati on>
</ xs: el enent >
</ xs: sequence>
<xs:attribute nane="al gorithnl type="xs:anyURl" use="required">
<xSs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" |smownerProducer="USA">Used to express the
encryption algorithm utilized</ xhtnl : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs:attribute>
</ xs: conpl exType>
<xs:group nanme="AssertionG oup">
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p i smownerProducer="USA" ismclassification="U>The group of possible
Assertion elements in a TDO or TDC.</xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<XS:sequence>
<! - - Repl aci ng:
<xs: el ement nane="Handl i ngAssertion” type="HandlingAssertionType" maxCccurs="unbounded” m nCccurs="0">
- - >
<!l-- lc-Tdf: Update m nCccurs to 1 on HandlingAssertion. -->

<xs:el ement nanme="Handl i ngAssertion”
t ype="Handl i ngAsserti onType"
maxOccur s="unbounded"
m nCccurs="1">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" | smownerProducer="USA">A specific type of
assertion designed to be used for access, rights, and handling
instructions. It is expected that handling instructions should never
have metadata about themselves and they should never be encrypted.
Therefore, unlike regular assertions, handling assertions do not support
statement metadata or encryption.</xhtnl : p>
</ xs: docunent ati on>
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</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nane="Assertion”
type="AssertionType"
maxCccur s="unbounded"
m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" | sm ownerProducer="USA">Used to express
metadata about the objects expressed in the scope attribute of the
assertion. An assertion also supports metadata about the assertion
statement for the purposes of indicating any handling instructions
pertinent to the statement itself. Also supports encrypted statements
and binding the statement with objects in its scope.</xhtnl: p>
</ xs: docunent ati on>
</ Xs: annot ati on>
</ xs: el enent >
</ xs: sequence>
</ xs: group>
<xs:group nanme="Bi ndi ngG oup" >
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" i smownerProducer="USA">The group of elements that
contains information needed to express, understand, and/or cryptographically
validate the binding of the objects that belong to the scope of the assertion.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs: choi ce>
<xs: el ement nanme="Bi ndi ng"
type="Bi ndi ngType"
m nCccur s="1"
maxCccur s="unbounded" >
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" | sm ownerProducer="USA" >Contains information
needed to express, understand, and/or cryptographically validate the
binding of the objects that belong to the scope of the assertion.
</ xhtnm : p>
</ xs: document ati on>
</ xs:annot at i on>
</ xs: el enent >
<xs: el ement nane="ReferencelList" type="Referenceli st Type">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" | sm ownerProducer="USA" >Contains information
needed to express, understand, and/or validate the informative
(non-cryptographic) binding of the objects that belong to the scope of
the assertion.</xhtn : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
</ xs: choi ce>
</ xs: group>
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<xs:group name="Encryptionlnformati onG oup">
<xs:annotati on>

<xs: document ati on>

<xhtm :p ismclassification="U" ismowerProducer="USA">The group of elements used
to express encryption information in an Assertion or a TDO.</xhtm : p>
</ xs: docunent ati on>

</ xs:annot at i on>
<XS:sequence>
<xs: el ement maxCccur s="unbounded" n nCccurs="0"
<Xs:annot ati on>
<xs:docunent ati on>

<xhtm :p ismclassification="U" | sm ownerProducer="USA">Top level element
for holding information related to the encryption of an assertion or
payload. Multiple child KeyAccess and/or EncryptionMethod elements
represent onion or layered encryption. In this case, the first child
represents the outermost layer of encryption.</xhtml : p>
</ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<xs:choi ce maxCccurs="1">
<XS:sequence>
<xs: el ement m nCccurs="1"
<xSs:annot ati on>
<xs:docunent ati on>

<xhtm :p ismclassification="U" ism ownerProducer="USA">
Contains information pertaining to the key for which the
application value(s) was/were encrypted and/or that is
necessary for decryption.</xhtnl:p>
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
<xs: el ement nmaxCccurs="1"
m nQccurs="1"
name="Encrypti onMet hod"

type="Encrypti onMet hodType" >
<xs:annot ati on>

<xs: docunent ati on>

<xhtm :p ismclassification="U" ism ownerProducer="USA">
Contains information pertaining to the methods for which

the applicable value(s) was/were encrypted. (i.e.
SHA256)</ xht m : p>

</ xs: docunent ati on>
</ xs: annot at i on>
</ xs: el ement >
</ xs: sequence>
</ xs: choi ce>
<xs:attribute nane="sequenceNuni type="xs:integer"
<xS:annot ati on>
<xs: docunent ati on>

name="Encryptionl nfornmati on">

nane="KeyAccess" type="KeyAccessType">

use="optional ">

<xhtm :p ismclassification="U" |smownerProducer="USA">The sequence number of the encryption info.</xhtnl :p>
</ xs: docunent ati on>

</ xs: annot at i on>
</ xs:attribute>
</ xs: conpl exType>
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</ xs: el enent >
</ xs: sequence>
</ xs: group>
<xs:group nanme="Payl oadG oup" >
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" |smowerProducer="USA">The group of elements intended
for textual payload content encoded as a string. Perhaps the contents of a text
Ffile.</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs: choi ce>
<xs: el ement nane="StringPayl oad" type="StringVal ueType">
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" | smownerProducer="USA">Intended for textual
value content encoded as a string. Perhaps the contents of a text
File_.</xhtnl : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="Base64Bi nar yPayl oad" type="Base64Bi naryVal ueType" >
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" i smownerProducer="USA">Intended for holding
base64binary values such as a file or other binary data.</xhtm : p>
</ xs: docunent ati on>
</ xs:annot at i on>
</ xs: el enent >
<xs: el ement nane="Ref erenceVal uePayl oad" type="ReferenceVal ueType" >
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" | sm ownerProducer="USA">Used to reference
payloads that are not embedded in the TDO but stored in a
remote/external location.</xhtml : p>
</ xs: docunent ati on>
</ xs:annot at i on>
</ xs: el enent >
<xs: el ement nane="StructuredPayl oad" type="StructuredVal ueType">
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" | sm ownerProducer="USA">Intended for
structured content encoded in the same data encoding of the
encapsulating TDO (i.e. If the encoded format is XML this is intended
for XML statements).</xhtnl:p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
</ xs: choi ce>
</ xs: group>
<xs: group nanme="Stat enent G oup" >
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" i smownerProducer="USA">The group of elements
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intended for contextual statement content encoded as a string.</xhtnl :p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs: choi ce>
<xs:elenment nane="StringStatenent” type="StringVal ueType">
<xs:annot ati on>
<xs:docunent ati on>
<xhtml :p ismclassification="U" i smownerProducer="USA">Intended for textual
statement content encoded as a string. Perhaps the contents of a text
file.</xhtnm : p>
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
<xs: el ement nane="Base64Bi naryStatenent" type="Base64Bi naryVal ueType">
<Xs:annot ati on>
<xs:docunent ati on>
<xhtml :p ismclassification="U" i smownerProducer="USA">Intended for holding
base64binary statement values such as a file or other binary encoded
data.</xhtm : p>
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
<xs: el ement nane="ReferenceStatenent" type="ReferenceVal ueType">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" |smownerProducer="USA">Used to reference
statements that are not embedded in the TDO but stored in a
remote/external location.</xhtml : p>
</ xs: document ati on>
</ xs:annot at i on>
</ xs: el enent >
<xs:el ement nane="StructuredStatenent" type="StructuredVal ueType">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" i sm ownerProducer="USA">Intended for
structured content encoded in the same data encoding of the
encapsulating Assertion (i.e. If the encoded format is XML this is
intended for XML statements).</xhtnl:p>
</ xs: docunent ati on>
</ xs:annot at i on>
</ xs: el enent >
</ xs: choi ce>
</ xs: group>
<xs:conpl exType nane="AssertionType">
<xs:annotati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" | smowerProducer="USA">An attribute for expressing
the AssertionType of an object Used to express metadata about the objects
expressed in the scope attribute of the assertion.</xhtm :p>
</ xs: docunent ati on>
</ xs:annot ati on>
<XS:sequence>
<xs: el ement nane="St at enent Met adat a"
type=" St at ement Met adat aType”
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m nCccur s="0"
maxQccur s="2">
<Xs:annot ati on>

<xs: docunent ati on>

<xhtm :p ismclassification="U" | smownerProducer="USA">Intended for access,

rights, handling or other metadata that applies to the assertion

statement. Use EDH security options whenever an assertion already has a

unique enterprise identifier or is intended for potential extraction and

should be able stand on it"s own as a separate referenceable object. Use

arh security only when assertions are not intended to be extracted and

do not require enterprise identifiers.</xhtnl: p>

</ xs: docunent ati on>
</ xs:annot at i on>

</ xs: el ement >

<xs:group ref="EncryptionlnformationG oup"/>
<xs:group ref="S5tatenmentG oup"/>
<xs:group ref="Bi ndi ngG oup" m nCccurs="0"/>

</ xs: sequence>

<xs:attribute ref="scope" use="required"/>
<xs:attribute name="type" type="xs:string">

<Xs:annot ati on>

<xs:docunent ati on>
<xhtm :p I smownerProducer="USA" ismclassification="U">The logical grouping to
which the assertion belongs. The Assertion type attribute is intended to
provide additional context, allowing various systems to pre-determine
relevance of assertions without parsing or reading all of the assertions.
Type might include categorizations such as discovery, mission, or task order
to allow various systems to determine which assertions are relevant for them
to parse.</xhtnml :p>
</ xs: docunent ati on>
</ xs:annot ati on>

</ xs:attribute>

<xs:attribute ref=

</ xs: conpl exType>

n | du

use="optional "/ >

<xs:conpl exType nanme="St at ement Met adat aType" >

<Xs: annot ati on>

<xs:docunent ati on>
<xhtm :p ismclassification="U" i smownerProducer="USA">Used to indicate if the

statement metadata applies to encrypted or unencrypted data.</xhtm :p>
</ xs: docunent ati on>

</ xs: annot ati on>
<Xs:sequence>
<! - - Repl aci ng:

<XS:any nanespace="##ot her" processContents="skip"/>

- >

<I-- lc-Tdf: Update xs:any to be xs:choice with

<xs: choi ce>
<xs: el ement
<xs: el enent
<xs: el ement
<xs: el enment
</ xs: choi ce>
</ Xs: sequence>

ref ="edh:
ref ="edh:
ref="arh:
ref="arh:

EDH and ARH el enents. -->

Edh" m nCccurs="1" naxCccurs="1"/>

Ext er nal Edh" m nCccurs="1" maxCccurs="1"/>
Security" m nCccurs="1" nmaxCccurs="1"/>

Ext ernal Security" m nCccurs="1" maxOccurs="1"/>
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<xs:attribute nanme="appliesToState"
type="tdf st at e: CVEnunTDFAppl i esToSt at e"
use="optional ">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" | smownerProducer="USA">Used to indicate if the
statement metadata applies to encrypted or unencrypted data. If a TDO
payload or assertion statement is encrypted, there are in fact two
potentially different markings needed for decision making, analysis and
querying, one describing the handling required for the encrypted blob, and
the other for the handling required for the unencrypted (and in effect
external) state. In cases where statements and/or payloads are encrypted,
allow handling assertions and statement metadata elements to indicate
whether their marks apply to the encrypted blob state vs. actual data by
using an attribute appliesToState. </xhtml :p>
</ xs: docunent ati on>
</ xs:annot ati on>
</xs:attribute>
</ xs: conpl exType>
<xs: conpl exType nane="Handl i ngAsserti onType" >
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" | smowerProducer="USA">The group of elements intended
for access, rights, and/or handling instructions that apply to the scope of the
assertion. </ xhtm :p>
</ xs: docunent ati on>
</ xs:annot ati on>
<Xs:sequence>
<xs: el ement nanme="Handl i ngStatenment" type="Handl i ngStatenent Type">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" | smownerProducer="USA">Intended for access,
rights, and/or handling instructions that apply to the scope of the
assertion.</ xhtnm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs:group ref="Bi ndi ngGoup" m nCccurs="0"/>
</ xs: sequence>
<xs:attribute ref="scope" use="required"/>
<xs:attribute ref="id" use="optional"/>
<xs:attribute nanme="appliesToState"
type="tdf st at e: CVEnunTDFAppl i esToSt at e
use="optional ">
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" ismownerProducer="USA">Used to indicate if the
statement metadata applies to encrypted or unencrypted data. If a TDO
payload or assertion statement is encrypted, there are in fact two
potentially different markings needed for decision making, analysis and
querying, one describing the handling required for the encrypted blob, and
the other for the handling required for the unencrypted (and in effect
external) state. In cases where statements and/or payloads are encrypted,
allow handling assertions and statement metadata elements to indicate
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whether their marks apply to the encrypted blob state vs. actual data by
using an attribute appliesToState</ xhtml : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs:attribute>
</ xs: conpl exType>
<xs: conpl exType nane="Handl i ngSt at enent Type" >
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p i smownerProducer="USA" Ismclassification="U>A list of assertions
designed to be used for access, rights, and handling instructions.</xhtnl :p>
</ xs: docunent ati on>
</ xs:annot ati on>
<Xs:sequence>
<! - - Repl aci ng:
<XS:any nanespace="##ot her" processContents="skip"/>
- - >
<!-- lc-Tdf: Update xs:any to be xs:choice with EDH and RevRecal | elenents. -->

<xs: choi ce>
<xs: el ement ref="edh: Edh" m nCccurs="1" maxCccurs="1"/>
<xs: el ement ref="edh: External Edh" m nCccurs="1" maxCccurs="1"/>
<xs:elenment ref="rr:RevisionRecall" m nCccurs="0" maxCccurs="1"/>
</ xs: choi ce>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType nane="Base64Bi naryVal ueType" >
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p I smownerProducer="USA" Ismclassification="U">A type for holding
base64binary values.</xhtnl : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs: si npl eCont ent >
<xs:extension base="xs: base64Bi nary">
<xs:attribute ref="nedi aType" use="optional "/>
<xs:attribute ref="fil enane" use="optional"/>
<xs:attribute ref="isEncrypted" use="optional"/>
<xs:attribute ref="id" use="optional"/>
</ xs: ext ensi on>
</ xs: si nmpl eCont ent >
</ xs: conpl exType>
<xs:conpl exType nane="Ref erenceVal ueType" >
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" 1 smownerProducer="USA"> Incorporates a value by
reference to a URI where it can be found. </xhtni:p>
<xhtm :p ismclassification="U" |smownerpProducer="USA"> To support division of a
value into smaller pieces for transport (AKA *chunking'™), such as
across a CDS, the body of the element may contain a list of ReferenceValueBlock
elements. If so, each must have a URI to the block and an integer block number
indicating the order in which the blocks can be re-assembled into the original
payload. Block numbers must start at 1 and be sequential. When a list of
ReferenceValueBlocks is used, a TotalHash element must be present and must have
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a totalBlocks attribute set to an integer indicating the number of such
elements. </xhtm :p>
<xhtm :p ismclassification="U" ism ownerProducer="USA">
<xhtm : strong>Tailoring:</ xhtm : strong> Not all systems will be willing or able
to support unbounded lists of blocks. When tailoring maxOccurs here to reflect
limitations imposed by a CDS or other implementation, that change should also be
reflected in the definition of a BlockedHashGroup.</xhtnl : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:sequence m nCccurs="0" nmaxCccurs="1">
<xs:sequence m nCccurs="0" maxOccurs="1">
<xs: el ement nane="ReferenceVal ueBl ock"
t ype=" Ref er enceVal ueBl ockType"
m nCccur s="2"
maxCccur s="unbounded" >
<xs:annot ati on>
<xs:docunentation xnl:|lang="en">
<xhtm :p i smownerProducer="USA" ismclassification="U">
A smaller piece/block of the ReferenceValue that can be used to support transport
(AKA "‘chunking'™) across a CDS.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
</ Xxs: sequence>
<xs: el enment ref="sfhashv: Content EncodedHashVerification"
m nCccur s="0"
maxCccur s="1"/>
<xs: el ement ref="sfhashv: Cont ent DecodedHashVerification"
m nCccur s="0"
maxCccurs="1"/>
</ Xs: sequence>
<xs:attribute ref="uri" use="required"/>
<xs:attribute ref="id" use="optional"/>
<xs:attribute ref="nedi aType" use="optional"/>
<xs:attribute ref="isEncrypted" use="optional"/>
<xs:attribute ref="sfhashv:total Bl ocks" use="optional"/>
</ xs: conpl exType>
<xs: conpl exType nanme="Ref er enceVal ueBl ockType" >
<xs:annot ati on>
<xs:docunentation xnl:|lang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
A smaller piece/block of the ReferenceValue that can be used to support transport
(AKA "*chunking') across a CDS.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:attribute ref="uri" use="required"/>
<xs:attribute ref="sfhashv: bl ock” use="required"/>
</ xs: conpl exType>
<xs:conpl exType nanme="StringVal ueType" >
<xs:annotati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" |smowerProducer="USA">Intended for textual content
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encoded as a string.</xhtnl :p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs: si npl eCont ent >
<xs:extension base="xs:string">
<xs:attribute ref="fil ename" use="optional"/>
<xs:attribute ref="isEncrypted" use="optional"/>
<xs:attribute ref="id" use="optional"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
<xs: conpl exType nanme="Struct uredVal ueType" >
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" | smownerProducer="USA">Intended for structured
content encoded in the same data encoding of the encapsulating TDO (i.e. If the
encoded format is XML this is intended for XML values). For signable
StructuredValueType elements, it can be safer to declare namespaces locally to
the section being signed to reduce risk in moving sections between documents.
Explicit namespace declarations should be used and cl14nll normalization should
be preferred when signing since cl4nll normalization does not perform any
namespace re-writing and as a result, signed assertions can not be copied
between documents unless the namespaces used are identical, or the assertion
locally overrides them. Older cl4n 1.0 has two approaches to namespace
re-writing, either of which could in some circumstances break signatures when
copying signed assertions between documents. </xhtmnl :p>
</ xs: docunent ati on>
</ xs:annot ati on>
<Xs:sequence>
<xs:any nanmespace="##ot her" processContents="skip"/>
</ Xs: sequence>
<xs:attribute ref="id" use="optional"/>
<xs:attribute ref="fil ename" use="optional"/>
<xs:attribute ref="isEncrypted" use="optional"/>
</ xs: conpl exType>
<xs: conpl exType nane="Bi ndi ngType" >
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" 1 smownerProducer="USA">A list of the objects
that belong to the scope of the assertion.</xhtmni :p>
</ xs: docunent ati on>
</ xs:annot ati on>
<XS: sequence>
<!-- This order is inportant because it allows for a single pass
verification of the actual SignatureVal ue using a stream ng parser -->

<xs: choi ce>
<xs: el ement nane="Si gner" nmaxCccurs="1" m nCccurs="1">
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" | smowerProducer="USA">Information
pertaining to the person or entity that performed the
signing/binding and their credentials.</xhtml : p>
</ xs: docunent ati on>
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</ xs:annot ati on>
<xs: conpl exType>
<xs:attribute name="subject" type="xs:string">
<Xs:annot ati on>
<xs: docunent ati on>

<xhtm :p ismclassification="U" ism ownerProducer="USA">The
distinguished name of the person or entity who is doing the

signing. Refer to RFC 5280 for more information.</xhtmnl :p>
</ xs: docunent ati on>

</ xs: annot at i on>
</ xs:attribute>
<xs:attribute name="issuer" type="xs:string">
<Xs:annot ati on>
<xs: docunent ati on>

<xhtm :p ismclassification="U" ism ownerProducer="USA">The
distinguished name of the authority that issued the

credentials to the subject. Refer to RFC 5280 for more
information.</ xhtn : p>

</ xs: docunent ati on>
</ xs: annot at i on>
</xs:attribute>
<xs:attribute nane="serial" type="xs:string">
<Xs:annot ati on>
<xs: document at i on>

<xhtm :p ismclassification="U" ism ownerProducer="USA">The
unique serial number of the credentials given to the subject

by the issuer. Refer to RFC 5280 for more information.
</ xhtm : p>

</ xs: docunent ati on>
</ xs: annot at i on>
</xs:attribute>
</ xs: conpl exType>
</ xs: el ement >
</ xs: choi ce>
<xs: el ement nane="Si gnat ur eval ue"
t ype="Si gnat ur eVal ueType"
m nCccurs="1"
maxCccurs="1">
<xs:annotation>
<xs:docunent ati on>

<xhtm :p ismclassification="U" ism ownerProducer="USA">Stores the value of the
Signhature over the bound entities.</xhtmnl :p>

</ xs: docunent at i on>
</ xs: annot at i on>
</ xs: el ement >
<xs: el ement nane="BoundVal uelLi st"
t ype="BoundVal uelLi st Type"
m nCccur s="0"
maxQccurs="1">
<xs:annot ati on>
<xs: docunent ati on>

<xhtml :p ismclassification="U" |smownerProducer="USA">BoundValueList is a
container of bound value references that point to the elements that are included
in a cryptographic binding. The intent of the BoundValueList is to allow
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granular control over the scope of the binding signature. In the future, when
BoundValueList is present, the SignatureValue will be calculated over the
normalized value of the BoundValueList using the normalization method denoted in
the Binding/SignatureValue/@normalizationMethod attribute.</xhtnml : p>
</ xs: document ati on>
</ xs:annot at i on>
</ xs: el enent >
</ Xs: sequence>
</ xs: conpl exType>
<xs:conpl exType nanme="BoundVal uelLi st Type" >
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" | smownerProducer="USA" >BoundValueList is a
container of bound value references that point to the elements that are included
in a cryptographic binding. The intent of the BoundValuelList is to allow
granular control over the scope of the binding signature. In the future, when
BoundValuelList is present, the SignatureValue will be calculated over the
normalized value of the BoundValueList using the normalization method denoted in
the Binding/SignatureValue/@normalizationMethod attribute.</xhtni : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<Xs:sequence>
<xs: el ement nane="BoundVal ue"
t ype="BoundVal ueType"
m nCccurs="1"
maxCOccur s="unbounded" >
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" | sm ownerProducer="USA">A bound value is a reference
that points to an element that is included in a cryptographic binding. A bound
value is only meaningful in the context of a BoundValuelList.</xhtmnl : p>
</ xs: document at i on>
</ xs:annot ati on>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
<xs:conpl exType nane="BoundVal ueType" >
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" |smownerpProducer="USA">A bound value is a reference
that points to an element that is included in a cryptographic binding. A bound
value is only meaningful in the context of a BoundValuelList.</xhtnl :p>
</ xs: docunent at i on>
</ xs:annot ati on>
<xs: si npl eCont ent >
<xs: extension base="xs: base64Bi nary">
<xs:attribute ref="idRef" use="required"/>
<xs:attribute name="hashAl gorithnf
type="tdf hashal : CVEnunirDFHashAl gori t hnt
use="required">
<xs:annot ati on>
<xs: docunent ati on>

<xhtm :p ismclassification="U" | smownerProducer="USA">The hash algorithm used in the cryptographic binding.

</ xhtm : p>
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</ xs: docunent ati on>
</ xs:annot ati on>
</ xs:attribute>
<xs:attribute ref="normalizationMethod" use="required"/>
<xs:attribute ref="includesStat enent Met adata" use="optional "/ >
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
<xs:conpl exType nane="Si gnat ureVal ueType" >
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" | smownerProducer="USA">Stores the value of the
Signature over the bound entities.</xhtmnl :p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs: si npl eCont ent >
<xs:extension base="xs: base64Bi nary">
<xs:attribute nanme="signatureAl gorithnt
type="tdf si gal : CVEnunmTDFSi gnat ur eAl gori t hnt
use="required">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" ismownerpProducer="USA">The algorithm or
pattern used by the signhature. The permissible values are defined in
the Controlled Value Enumeration: CVEnumTDFSignatureAlgorithm.xml
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs:attribute>
<xs:attribute ref="normalizationMethod" use="required"/>
<xs:attribute ref="includesStat enent Met adata" use="optional "/ >
</ xs: ext ensi on>
</ xs: si nmpl eCont ent >
</ xs: conpl exType>
<xs: conpl exType nane="KeyAccessType" >
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" | smownerProducer="USA">Stores the value of the
key stored in remote locations.</xhtnl: p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs: choi ce maxCccur s="unbounded" >
<xs: el ement nane="Renot eSt or edKey"
t ype="Renot eSt or edKeyType"
m nCccur s="1"
maxQOccur s="1">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" | sm ownerProducer="USA" >Stores retrieval
information for keys stored in remote locations.</xhtnl:p>
</ xs: docunent ati on>
</ xs:annot at i on>
</ xs: el enent >
<xs: el ement nane="W appedKey"
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type="W appedKeyType"
m nCccur s="1"
maxQccurs="1">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" ismownerProducer="USA">Contains the key
necessary for decryption in an encrypted state with information
pertaining to the method in which the key was encrypted.</xhtmni : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="Passwor dKey"
t ype="Passwor dKeyType"
m nCccur s="1"
maxQOccur s="1">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" ismowerProducer="USA">Used to indicated
that the key is based on a password.</xhtmnl : p>
</ xs: docunent ati on>
</ xs:annot at i on>
</ xs: el enent >
<xs: el ement nane="PreShar edKey"
t ype="Pr eShar edKeyType"
m nCccur s="1"
maxQOccurs="1">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" ismownerProducer="USA">Stores the alias
that references a key that has been previously shared.</ xhtnl : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="AttachedKey"
type="AttachedKeyType"
m nCccur s="1"
maxOccur s="1">
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" |smownerProducer="USA">Contains the key
necessary for decryption.</xhtnl: p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nmaxCccurs="1"
m nCccur s="1"
name="W appedPDPKey"
type="W appedPDPKeyType" >
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" ismownerProducer="USA">Contains the key
necessary for decryption in an encrypted state with information
pertaining to the method in which the key was encrypted.</xhtml : p>
</ xs: docunent ati on>
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</ xs:annot ati on>
</ xs: el enent >
</ xs: choi ce>
</ xs: conpl exType>
<xs: conpl exType nane="Ref er enceli st Type" >
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" i smownerProducer="USA">A list of reference
Assertions.</ xhtnml : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<XS:sequence>
<xs: el ement nane="Reference"
t ype="Ref er enceType"
m nCccur s="1"
maxCccur s="unbounded" >
<xs:annot ati on>
<xs:docunent at i on>Used when referencing an Assertion.</xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
</ Xs: sequence>
</ xs: conpl exType>
<xs: conpl exType nane="Ref erenceType" >
<xs:annot ati on>
<xs: docunent at i on>Used when referencing an Assertion.</xs:docunentation>
</ xs:annot ati on>
<xs:attribute ref="idRef" use="required"/>
<xs:attribute ref="includesStatenentMetadata" use="optional"/>
</ xs: conpl exType>
<l-- Sinple Types -->
<xs:sinpl eType nanme="Medi aTypeType" >
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" |smowerProducer="USA">An attribute for expressing the
mediaType of an object as defined in RFC 4288.</ xhtni : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs:annot ati on>
<xs:docunent ati on>A restriction on string for the format of mediaType (i.e.
audio/GSM) as defined in <xhtm :a href="http://tools.ietf.org/htm/rfc4288">RFC
4288</ xhtm : a>. </xs:docunentati on>
</ xs:annot ati on>
<xs:pattern value="[a-zA-Z]*/[a-zA- Z+-.]*"]>
</ xs:restriction>
</ xs: si npl eType>
S I T R R Key Access Type Definitions - - - - - - - - - -->
<xs:conpl exType nanme="AttachedKeyType" >
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" |smownerProducer="USA">Stores the value of the
key necessary for decryption.</xhtn : p>
</ xs: docunent ati on>
</ xs:annot ati on>
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<XS:sequence>
<xs: el ement nane="KeyVal ue"
type="xs: base64Bi nary"
m nCccur s="1"
maxQOccurs="1">
<xs:annot ati on>
<xs:docunent ati on>The value of the key.</xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType nane="PreShar edKeyType" >
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" i smownerProducer="USA">A list of aliases
for referencing a key that has been previously shared.</xhtnl : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:attribute name="alias" type="xs:string" use="required">
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" |smownerProducer="USA">An alias for the shared key.</xhtni :p>
</ xs: documnent ati on>
</ xs:annot ati on>
</xs:attribute>
<xs:attribute nane="store" type="xs:anyURl" use="optional ">
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" | smownerProducer="USA">The store for the shared key.</xhtnl: p>
</ xs: docunent ati on>
</ xs:annot ati on>
</xs:attribute>
</ xs: conpl exType>
<xs: conpl exType nanme="Renot eSt or edKeyType" >
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" |smownerProducer="USA">A list for retrieval
information for keys stored in remote locations.</xhtm :p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:attribute name="protocol" type="xs:string" use="required">
<xs:annot ati on>
<xs: docunent ati on>
<xhtml :p ismclassification="U" ismownerProducer="USA">The protocol related to retrieving remote keys.</xhtnmn : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs:attribute>
<xs:attribute ref="uri" use="required"/>
</ xs: conpl exType>
<xs: conpl exType nanme="Passwor dKeyType" >
<Xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" | smownerProducer="USA">Stores the value of
the key is based on a password.</xhtni: p>
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</ xs: docunent ati on>
</ xs:annot ati on>
<xs:attribute name="al gorithn type="xs:string" use="required">
<xs:annot ati on>
<xs: docunent ati on>
<xhtml :p ismclassification="U" ismownerProducer="USA">The algorithm related to the password key.</xhtmnl :p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs:attribute>
</ xs: conpl exType>
<xs:conpl exType nane="W appedKeyType" >
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" | smownerProducer="USA" >Stores the value of
the key necessary for decryption in an encrypted state with information
pertaining to the method in which the key was encrypted.</xhtmnl : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<XS:sequence>
<xs: el ement nane="KeyVal ue"
type="xs: base64Bi nary"
m nCccur s="1"
maxCccurs="1">
<xs:annot ati on>
<xs:docunent ati on>The value of the decription key.</xs: docunentation>
</ xs:annot at i on>
</ xs: el enent >
<xs:group ref="Encryptionlnformati onG oup" nmaxCccurs="1" m nCccurs="1"/>
</ xs: sequence>
<xs:attribute nane="keyldentifier" type="xs:string" use="optional">
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" |ism ownerProducer="USA">A key identifier.</xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs:attribute>
</ xs: conpl exType>
<xs: conpl exType nanme="W appedPDPKeyType" >
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" | smownerProducer="USA">Stores the value of
the key necessary for decryption in an encrypted state with information
pertaining to the method in which the key was encrypted.</xhtmnl : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<XS:sequence>
<xs: el ement nanme="Encrypt edPol i cyCbj ect™
type="xs: base64Bi nary"
m nCccur s="1"
maxQOccurs="1">
<xs:annot ati on>
<xs:docunent ati on>The encrypted policy object.</xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
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<xs:group ref="Encryptionlnformati onG oup" maxCccurs="1" m nCccurs="1"/>
</ xs: sequence>
<xs:attribute nane="keyldentifier" type="xs:string" use="optional">
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" |smownerProducer="USA">A key identifier.</xhtnl:p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs:attribute>
</ xs: conpl exType>
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :h2 i smowner Producer="USA" |smclassification="U>Formal Change List</xhtni:h2>
<xhtm :tabl e i sm owner Producer="USA" ismclassification="U" id="ChangeH story">
<xhtm : capti on>Change History</xhtnl:caption>
<xhtm : t head>
<xhtm :tr>
<xhtm : t h>Version</ xhtm : t h>
<xhtm : t h>Date</ xhtni : t h>
<xhtm : t h>By</ xhtm : t h>
<xhtm : t h>Description</ xhtm : t h>
</xhtm:tr>
</ xhtm : t head>
<xhtm : t body>
<xhtm :tr>
<xhtm :td>2017-JUL</ xhtm : t d>
<xhtnm :td>2017-04-27</ xht m : t d>
<xhtm :t d>ODNI/OCIO/ICEA</ xht m : t d>
<xhtm :td>
<xhtm :ul >
<xhtm :1i ism ownerProducer="USA" ismclassification="U">
The schema change logs will no longer be maintained as of the 2017-JUL release.
The existing change logs will only serve as legacy information.

For changes to schema as of and after 2017-JUL, reference the change history in the DES.</xhtm :[i>

</ xhtm :ul >
</xhtm:td>
</xhtm:tr>
<xhtm :tr>
<xhtm :td>2014-DEC</ xht ml : t d>
<xhtm :td>2014-10-28</ xht i : t d>
<xhtm : t d>Hodges, ODNI/CIO/ME/El&amp;A</ xhtnm :td>

<xht m : t d>Changed assertion group to be 1-to-1 instead of 1-to-Many for TDO which was missed previously.</xhtnml :td>

</xhtm:tr>

<xhtm:tr>
<xhtm :td>2014-DEC</ xht m : t d>
<xhtm :td>2014-12-04</ xht md : t d>
<xhtm :td>0DN1/0CIO/ICEA</ xhtm : t d>

<xhtm : t d>Enforced DESVersion with a pattern instead of a fixed value to allow extension versions</xhtnl :td>

</xhtm :tr>
<xhtm :tr>
<xhtm :td>2014-DEC</ xht m : t d>
<xhtm :td>2014-08-28</ xht m : t d>
<xhtm : td>Lucas, ODNI/CIO/ME/El&amp;A</ xhtm :td>
<xhtm : t d>Updated to support Revision Recall Handling Assertion.</xhtm :td>

This document has been approved for Public Release by the Office of the Director of National Intelligence. See Distribution Notice for details.

26




IC-TDF Schema Guide

December 1, 2022

</xhtm:tr>
<xhtm :tr>
<xhtm :td>2014-DEC</ xht m : t d>
<xhtm :td>2014-08-28</ xht m : t d>
<xhtm : td>Hodges, ODNI/CIO/ME/El&amp;A</ xhtnmi :td>
<xhtn :t d>Added additional encryption fields for:

<xhtm :ul >
<xhtm :li>Initialization Vector</xhtm :|i>
<xhtm : i >tweak</ xhtm : i >
<xhtm : i >nonce</ xhtm : i >
<xhtm : i >hash algorithm</xhtm :1i>
<xhtm : 1'i >Mask Generation Function</xhtm :|i>
<xhtm : i >Addition Authentification Data</xhtm :|i>
<xhtm : |i >authentication tag</xhtm :|i>
<xhtm :1i>key encoding format</xhtml :[i>
<xhtm : i >Provable Data Possession wrapped keys</xhtm :|i>
</xhtm :ul>
</ xhtm:td>
</xhtm:tr>
<xhtm :tr>

<xhtm :td>2014-DEC</ xht m : t d>
<xhtm :td>2014-08-28</ xhtm : t d>
<xhtm : t d>Hodges, ODNI/CIO/ME/El&amp;A</xhtm :td>
<xhtm : t d>Enforcing ordinger so Handling assertions comes Ffirst:
<xhtnm :ul >
<xhtm : i >Changed cardinality of assertion group to be 1-to-1 instead of 1-to-Many for TDC</xhtm :li>
<xhtm : 11 >Changed cardinality of HandlingAssertions in assertionGroup to be 1-to-Many from 1-to-1</xhtmi :[i>
<xhtm : 1i >Changed cardinality of HandlingAssertions in assertionGroup to be 0O-to-Many from 1-to-1</xhtml :li>
</ xhtm :ul >
</ xhtm:td>
</xhtm :tr>
<xhtm :tr>
<xhtm :td>3</xhtm :td>
<xhtm :td>2013-05-27</ xhtm : t d>
<xhtm :td>Clay, ODNI/CIO/ME/DIA</xhtm :td>
<xht m : t d>Removed scope [TDO PAYL]</ xhtmi :td>
</xhtm:tr>
<xhtm :tr>
<xhtm :td>2</xhtm : td>
<xhtm :td>2012-11-12</ xht m : t d>
<xhtnm :td>D"Ambra, ODNI/CIO/ME/DIA</xhtm :td>
<xhtnl : t d>Added scopes [DESC_TDO], [DESC_PAYL] and [TDC_MEMBER] for use
within TDC Assertions</xhtnl :td>
</xhtm:tr>
<xhtm :tr>
<xhtm :td>2</xhtm : td>
<xhtm :td>2012-11-12</ xht m : t d>
<xhtnm :td>Gilsenan, ODNI/CIO/ME/DIA</ xhtni :td>
<xhtm : t d>Added support for multiple binding by changing @max to "unbounded"
on Binding element in the BindingGroup</ xhtm :td>
</xhtm:tr>
<xhtm :tr>
<xhtm :td>2</xhtm : td>
<xhtm :td>2012-11-11</ xht ml : t d>
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<xhtm :td>D"Ambra, ODNI/CIO/ME/DIA</ xhtm :td>
<xhtm : t d>Changed @version to be fixed to 2</xhtmnl :td>
</ xhtm:tr>
</xhtm : t body>
</ xhtm :tabl e>
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: schema>
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