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Chapter 1 - Introduction

1.1 - Purpose

This is an informative supplement for RevRecall. This document provides concrete examples of
XML files implementing RevRecall elements and attributes.
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RevRecall-Examples December 1, 2022

Chapter 2 - Example Files
2.1 - RevisionRecall-01-DHZM-TDF-TDO.xml

<?xm -nmodel href="../../Schematron/ DHZM DHZM XM.. sch" type="application/xm " schematypens="http://purl.oclc.org/dsdl/schematron"?><?xnm -nodel href="../../Schenatron/DHZM TDF/ DHZM TDF_XM.. sch"
t ype="application/xm " schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schenatron/BASE- TDF/ BASE- TDF_XM.. sch" type="application/xm " schenmatypens="http://
purl.ocl c.org/dsdl/schematron" ?><?xm - nodel href="../../Schematron/ ANLYS/ ANLYS XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../
Schematron/ |1 G- SF/ | G SF_XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/| C EDH | C EDH XM.. sch" type="application/xm"
schemat ypens="http://purl.oclc.org/dsdl/schematron"?><?xm - nodel href="../../Schematron/IC-IDIC-|ID XM. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -
nodel href="../../Schematron/ USAgency/ USAgency XM..sch" type="application/xm " schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/|1SM 1| SM XM.. sch"
t ype="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/| SMCAT/ | SMCAT XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/
dsdl / schemat ron" ?><?xnl - nodel href="../../Schematron/ RevRecal | / RevRecal | _XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><tdf: TrustedDat aChj ect
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance”
xmns:tdf ="urn:us:gov:ic:tdf"
xm ns: dhzme"urn: us: gov:ic:digital hazmat"
xm ns:sign="http://ww. w3. org/ 2000/ 09/ xn dsi g#"
xm ns: sfhashv="urn: us: gov:ic:sf:hashverification"
xm ns:sf="urn:us:gov:ic:sf"
xm ns:anl ys="urn:us:gov:ic:anl ysassert"
xm ns="urn:us:gov:ic:tdf"
xsi:schemalLocati on="urn:us:gov:ic:tdf ../../Schena/ DHZM TDF/ DHZM TDF. xsd urn: us:gov:ic:digital hazmat ../../Schena/ DHZM DHZM xsd
urn: us:gov:ic:anlysassert ../../Schema/ ANLYS/ ANLYS. xsd urn: us:gov:ic:sf:hashverification ../../Schema/|C SF/ HashVerification.xsd urn:us:gov:ic:revrecall ../../Schema/ RevRecall/
RevRecal | _XM.. xsd http://ww. w3. org/ 1999/ xlink ../../Schema/ w3/ 1999/ xI i nk/xI i nk. xsd"
tdf: version="202111- DHZM TDF. 202111"
sf: DESVersi on="202111">
<t df : Handl i ngAssertion tdf:scope="PAYL">
<t df : Handl i ngSt at enent >
<edh: Edh xm ns: edh="urn: us: gov:i c: edh"
xm ns: usagency="urn: us: gov:i c: usagency"
xmns:icid="urn:us:gov:ic:id"
usagency: CESVer si on="202207"
i ci d: DESVer si on="202111"
edh: DESVer si on="201903"
I sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211">
<icid:ldentifier>guide://999001/ EdhExanpl e2</icid:|dentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 29T09: 00: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh: rol e="Cust odi an" >
<edh: Count r y>USA</ edh: Count r y>
<edh: Organi zat i on>USA. DI A</ edh: Or gani zat i on>
</ edh: Responsi bl eEntity>
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
i smconpliesWth="USGov USIC'
i smresourceEl enent ="true"
i smcreat ebat e="2012- 05- 29"
ismclassification="U"
i sm owner Producer =" USA"/ >
</ edh: Edh>
</ tdf: Handl i ngSt at enent >
</tdf: Handl i ngAsserti on>
<Handl i ngAssertion tdf:scope="TDO >
<Handl i ngSt at enent >
<Revi si onRecal | xm ns="urn:us:gov:ic:revrecall"
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xmns:rr="urn:us:gov:ic:revrecall
rr:DESVersion="202111. 202205"
rr:id="1"
rr:type="ADM NI STRATI VE_RECALL"
rr:dateTi ne="2009-11-10T12: 00: 00. 0- 04: 00"
rr:action="PURGE" >
<Security xm ns="urn:us:gov:ic:arh"
i smresourceEl ement ="true"
i sm creat ebDat e="2006-07-29"
i sm owner Producer =" USA"
ismclassification="U"
i smconmpliesWth="USGov USIC'/>
<rr:ProductTitle ismclassification="U" ismownerProducer="USA">Sone Title</rr:ProductTitle>
<rr:Reason ismclassification="U" |smownerProducer="USA">Thi s docunent shoul d be purged for sone reason.</rr:Reason>
<rr:POC ismclassification="U" |smownerProducer="USA">John Doe, john.doe@rg.gov, 555-555-5555</rr:POC>
<rr:Link ismclassification="U"
i sm owner Producer =" USA"
x| i nk: href="guide://9991/ kd923pnS93KDnI934"
xl'ink:type="locator"/>
<rr:Link ismclassification="U
i sm owner Producer =" USA"
x|ink:href="guide://9991/ 48f | 48df O8] xE342"
xlink:type="locator"/>
<rr:Link ismclassification="U"
i sm owner Producer =" USA"
x|ink: href="guide://9991/ 9f nN4| uf 84nf 94kr"
x| ink:type="Ilocator"/>
</ Revi si onRecal | >
</ Handl i ngSt at ement >
</ Handl i ngAsserti on>
<tdf:Assertion tdf:scope="PAYL">
<tdf: StructuredStatenent>
<dhzm Di gi t al HazMVat Asserti on dhzm DESVer si on="202111">

<dhzm Di gi t al HazMat >Thi s el enment descri bes an obfuscated payl oad which is either known or suspected to contain software or simlar

data which could cause harmto informati on processing systenms. It has been encapsulated to render it inert. Any attenpt to decode
this payl oad outside a safe anal ysis environnent nay pose a danger to your system </ dhzm Di gital HazMat >
</ dhzm Di gi t al HazMat Asserti on>
</tdf: StructuredStatenent>
</tdf:Assertion>
<tdf:Assertion tdf:scope="PAYL">
<tdf: StructuredStatenent >
<dhzm Pr ovenanceAsserti on dhzm DESVersi on="202111">
<dhzm Cont ent Col | ecti onTi nest anp>2019- 01- 17T09: 00: 00Z</ dhzm Cont ent Col | ecti onTi nest anp>
<dhzm Cont ent Si ze>100</ dhzm Cont ent Si ze>
<dhzm Cont ent EncodedSi ze>100</ dhzm Cont ent EncodedSi ze>
<dhzm Cont ent Encodi ngMet hod>XCOR</ dhzm Cont ent Encodi ngMet hod>
</ dhzm ProvenanceAsserti on>
</tdf: StructuredStatenent>
</tdf:Assertion>
<tdf:Assertion tdf:scope="PAYL">
<tdf: StructuredStatenent>
<anl ys: Anal ysi sAssertion anl ys: DESVersi on="202111">
<anlys: Ori gi nCont ent Fi | enane>Super BadDi gi t al HazMat </ anl ys: Ori gi nCont ent Fi | enane>
<anl ys: KnownMal i ci ous>t rue</ anl ys: KnownMal i ci ous>
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<anl ys: Anal ysi sMet hodLi st >
<anl ys: Anal ysi sMet hod>Vi rus_Scan</ anl ys: Anal ysi sMet hod>
</ anl ys: Anal ysi sMet hodLi st >
<anl ys: Anal ysi sMet hodTool Li st >
<anl ys: Anal ysi sMet hodTool >
<anl ys: Anal ysi siet hodTool Nanme>Manual Anal ysi s</ anl ys: Anal ysi sMet hodTool Nanme>
</ anl ys: Anal ysi sMet hodTool >
<anl ys: Anal ysi sMet hodTool >
<anl ys: Anal ysi sMet hodTool Nane>cpe: / a: nsa: ghi dra: 9. 0</ anl ys: Anal ysi sMet hodTool Nanme>
</ anl ys: Anal ysi sMet hodTool >
<anl ys: Anal ysi sMet hodTool >
<anl ys: Anal ysi sMet hodTool Name>Qt her : cpe: / a: nsa: super ghi dra: 10. 0</ anl ys: Anal ysi sMet hodTool Nane>
</ anl ys: Anal ysi sMet hodTool >
</ anl ys: Anal ysi sMet hodTool Li st >
</ anl ys: Anal ysi sAsserti on>
</tdf: StructuredStatenent>
</tdf:Assertion>
<t df: Encryptionl nformation>
<t df : KeyAccess>
<tdf: Att achedKey>
<t df : KeyVal ue>abcdef ghi j kl mop</t df : KeyVal ue>
</tdf:AttachedKey>
</tdf: KeyAccess>
<tdf: Encrypti onMet hod tdf: al gorithn=" SHA- 256"/ >
</ tdf: Encryptionlnfornmati on>
<t df : Ref erenceVal uePayl oad tdf:uri="bitcionsteal er.gz.enc"
tdf : medi aType="application/octet-streant
tdf:isEncrypted="true">
<t df : Ref erenceVal ueBl ock tdf:uri="bitcionsteal er.gz.enc.p0l1" sfhashv: bl ock="1"/>
<t df : Ref erenceVal ueBl ock tdf:uri="bitcionsteal er.gz.enc.p02" sfhashv: bl ock="2"/>
<sf hashv: Cont ent EncodedHashVeri fi cati on sfhashv: hashType="SHA- 256" >

<sf hashv: Tot al Hash sfhashv: bl ockSi ze="134217728" sfhashv:total Bl ocks="2">a8cd34e5e8472b6ac51claelcab3f e06f ad053beb8ebf d8977b010655bf dd3c3</ sf hashv: Tot al Hash>

<sf hashv: Bl ockHash sfhashv: bl ock="1">e1232c608aa3e28350cebc98e47df e784f 966bd027ea376b7d4700f e6b07ea3d</ sf hashv: Bl ockHash>
<sfhashv: Bl ockHash sfhashv: bl ock="2">f 9f aBe46bd027ea376b7d47dc0758a48a4f 96e68f e78e064700f 700f e6b07ea3</ sf hashv: Bl ockHash>
</ sf hashv: Cont ent EncodedHashVeri fi cati on>
<sf hashv: Cont ent DecodedHashVeri fi cati on sfhashv: hashType="SHA- 256" >

<sf hashv: Tot al Hash sfhashv: bl ockSi ze="134217728" sfhashv:total Bl ocks="2">1e9e34e5e8472b6ac51claelcab3f e06f ad053beb8ebf d8977b010655bf dd3c3</ sf hashv: Tot al Hash>

<sf hashv: Bl ockHash sfhashv: bl ock="1">4e5e608aa3e28350cehbc98e47df e784f 966bd027ea376b7d4700f e6b07ea3d</ sf hashv: Bl ockHash>
<sfhashv: Bl ockHash sfhashv: bl ock="2">2e3e8e46bd027ea376b7d47dc0758a48a4f 96e68f e78e064700f 700f e6b07ea3</ sf hashv: Bl ockHash>
</ sf hashv: Cont ent DecodedHashVeri fi cati on>
</t df : Ref er enceVal uePayl oad>
</ tdf: Trust edDat aCbj ect >
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2.2 - RevisionRecall-01-IC-TDF-TDO.xml

<?xm -nodel href="../../Schematron/1SM I SM XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/| SMCAT/ | SMCAT_XM.. sch"
t ype="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/|1 C EDH | C-EDH XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/

dsdl / schemat r on" ?><?xm -nodel href="../../Schematron/ | C TDF/ | G TDF_XM.. sch" type="application/xm " schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nmodel href="../../Schematron/
RevRecal | / RevRecal | _XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/ USAgency/ USAgency XM..sch" type="application/xm"
schemat ypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/ICIDIC|ID XM. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><!--

Notices - Distribution Notice
Thi s docunent has been approved for Public Release and is available for use without restriction.
--><l-- Al classification marks in this exanple are --><!-- for illustrative purposes only, there are no --><!-- actual classified data contained in this exanple --><l-- An
exanpl e docunent fragnent. This exanple file is Schema valid
but does not represent a conplete docunment. It only represents enough to show how
to use the Revision recall indicator in one of the nany ways it could be used
- - ><Trust edDat aCbj ect xm ns="urn: us: gov:ic:tdf"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"
xmns:tdf ="urn:us:gov:ic:tdf"
xsi:schenmalLocati on="urn:us:gov:ic:tdf ../../Schema/|C TDF/ | C-TDF. xsd urn:us:gov:ic:revrecall ../../Schema/ RevRecal | / RevRecal | _XM.. xsd http://ww. w3. or g/ 1999/
x|l ink ../../Schema/w3/1999/ xl i nk/xlink.xsd"
tdf:version="202111-1C TDF. 202111" >
<Handl i ngAssertion tdf:scope="TDO" >
<Handl i ngSt at enent >
<BEdh xm ns="urn:us: gov:ic:edh"

xm ns: usagency="urn: us: gov:ic:usagency”

xmns:icid="urn:us:gov:ic:id"

xm ns: edh="urn: us: gov:ic:edh"

usagency: CESVer si on="202207"

i ci d: DESVer si on="202111"

edh: DESVer si on="201903"

i sm DESVer si on="202111. 202211"

i sm | SMCATCESVer si on="202211" >
<icid:ldentifier>guide://999990/ DNl -Card-1</icid:ldentifier>
<Dat al t enCr eat eDat eTi ne>2010- 05- 04T00: 00: 00Z</ Dat al t enCr eat eDat eTi ne>
<Responsi bl eEntity edh:rol e="Custodi an">

<Count r y>USA</ Count r y>
<Organi zat i on>USA. DNI </ Or gani zat i on>
</ Responsi bl eEntity>
<Security xm ns="urn:us:gov:ic:arh"
i smconpliesWth="USGv USIC
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
ismclassification="U"
i sm owner Producer =" USA"
i smresourceEl enent ="true"
i smcreat eDat e="2010- 05- 04"/ >
</ Edh>
</ Handl i ngSt at enent >
</ Handl i ngAsserti on>
<Handl i ngAssertion tdf:scope="PAYL" >
<Handl i ngSt at enent >
<Ext er nal Edh xnl ns="urn: us:gov:ic:edh"
xm ns: usagency="urn: us: gov:ic: usagency"
xm ns:icid="urn:us:gov:ic:id"
xm ns: edh="urn:us: gov:ic:edh"
usagency: CESVer si on="202207"
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i cid: DESVersion="202111"
edh: DESVer si on="201903"
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211" >
<icid:ldentifier>guide://999990/ DNl - Doc-1</icid:ldentifier>
<Dat al t enCr eat eDat eTi ne>2009- 11- 10T12: 00: 00- 04: 00</ Dat al t enCr eat eDat eTi nme>
<Responsi bl eEntity edh: rol e="Cust odi an">
<Count r y>USA</ Count r y>
<Or gani zat i on>USA. DNI </ Or gani zat i on>
</ Responsi bl eEnti ty>
<Ext ernal Security xm ns="urn:us:gov:ic:arh"
ismclassification="U
i sm owner Producer =" USA"
i sm excl udeFronRol | up="true"/>
</ Ext er nal Edh>
</ Handl i ngSt at enent >
</ Handl i ngAsserti on>
<Handl i ngAssertion tdf:scope="TDO'>
<Handl i ngSt at enent >
<Revi si onRecal | xm ns="urn:us:gov:ic:revrecal "
xm ns:rr="urn:us:gov:ic:revrecal l"
rr:DESVersion="202111. 202205"
rr:id="1"
rr:type="ADM N STRATI VE_RECALL"
rr:dateTi ne="2009-11-10T12: 00: 00. 0- 04: 00"
rr:action="PURGE">
<Security xm ns="urn:us:gov:ic:arh"
i smresourceEl enent="true"
i smcreat ebat e="2006-07-29"
i sm owner Pr oducer =" USA"
ismclassification="U"'
ismconpliesWth="USCGv USIC'/>
<rr:ProductTitle ismclassification="U" ismownerProducer="USA">Some Title</rr:ProductTitle>
<rr:Reason ismclassification="U" |smownerProducer="USA">Thi s docunent shoul d be purged for sone reason.</rr:Reason>
<rr:POC ismclassification="U" |IsmownerProducer="USA">John Doe, john.doe@rg.gov, 555-555-5555</rr:POC>
<rr:Link ismclassification="U
i sm owner Producer =" US
x|ink: href="guide://9991/ kd923pnS93KDnI34"
x|l ink:type="Ilocator"/>
<rr:Link ismclassification="U"
i sm owner Producer =" USA"
xlink:href="guide://9991/ 48f | 48df O8] xE342"
xl'ink:type="locator"/>
<rr:Link ismclassification="U"
i sm owner Pr oducer =" USA"
x| nk: href="gui de://9991/ 9f m\4| uf 84nf 94kr "
xl'ink:type="locator"/>
</ Revi si onRecal | >
</ Handl i ngSt at enent >
</ Handl i ngAsserti on>
<Ref erenceVal uePayl oad tdf: uri="guide://9990/test"/>
</ Trust edDat aCbj ect >
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2.3 - RevisionRecall-02-IC-TDF-TDO.xml

<?xm -nodel href="../../Schematron/|1SM I SM XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/| SMCAT/ | SMCAT_XM.. sch"
t ype="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/1C EDH | C-EDH XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/

dsdl / schemat r on" ?><?xm - nodel href="../../Schematron/ | C TDF/ | G TDF_XM.. sch" type="application/xm " schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/
RevRecal | / RevRecal | _XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/ USAgency/ USAgency XM..sch" type="application/xm"
schemat ypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/ICID|IC|ID XM. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><!--

Notices - Distribution Notice
Thi s docunent has been approved for Public Release and is available for use without restriction.
--><l-- Al classification marks in this exanple are --><l-- for illustrative purposes only, there are no --><l-- actual classified data contained in this exanple --><l-- An
exanpl e docunent fragnent. This is exanple file is Schema valid
but does not represent a conplete docunent. It only represents enough to show how
to use the Revision recall indicator in one of the nany ways it could be used
- - ><Trust edDat aObj ect xm ns="urn:us:gov:ic:tdf"
xm ns:tdf ="urn:us:gov:ic:tdf"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"
tdf:version="202111-1C TDF. 202111"
xsi:schemalocation="urn:us:gov:ic:revrecall ../../Schema/ RevRecal |/ RevRecal |l XM..xsd urn:us:gov:ic:tdf ../../Schema/|C-TDF/ | C- TDF. xsd" >

<Handl i ngAssertion tdf:scope="TDO" >
<Handl i ngSt at enent >
<BEdh xm ns="urn:us:gov:ic:edh"

xm ns: usagency="urn: us: gov:ic:usagency”

xmns:icid="urn:us:gov:ic:id"

xm ns: edh="urn: us: gov:ic:edh"

usagency: CESVer si on="202207"

i ci d: DESVer si on="202111"

edh: DESVer si on="201903"

i sm DESVer si on="202111. 202211"

i sm | SMCATCESVer si on="202211" >
<icid:ldentifier>guide://999990/DNl -1</icid:|ldentifier>
<Dat al t enCr eat eDat eTi ne>2010- 05- 25T00: 00: 00Z</ Dat al t enCr eat eDat eTi nme>
<Responsi bl eEntity edh:rol e="Custodi an">

<Count r y>USA</ Count r y>
<Organi zat i on>USA. DNI </ Or gani zat i on>
</ Responsi bl eEntity>
<Security xm ns="urn:us:gov:ic:arh"
i smconpliesWth="USGv USIC
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
ismclassification="U"
i sm owner Producer =" USA"
i smresourceEl enent ="true"
i smcreatebDat e="2010- 05- 25"/ >
</ Edh>
</ Handl i ngSt at enent >
</ Handl i ngAssertion>
<Handl i ngAssertion tdf:scope="PAYL" >
<Handl i ngSt at enent >
<Ext er nal Edh xnl ns="urn: us:gov:ic:edh"
xm ns: usagency="urn: us: gov:ic: usagency"
xm ns:icid="urn:us:gov:ic:id"
xm ns: edh="urn:us: gov:ic:edh"
usagency: CESVer si on="202207"
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i cid: DESVersion="202111"
edh: DESVer si on="201903"
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211" >
<icid:ldentifier>guide://999990/ DNl - Doc-1</icid:ldentifier>
<Dat al t enCr eat eDat eTi ne>2009- 11- 10T12: 00: 00- 04: 00</ Dat al t enCr eat eDat eTi nme>
<Responsi bl eEntity edh: rol e="Cust odi an">
<Count r y>USA</ Count r y>
<Or gani zat i on>USA. DNI </ Or gani zat i on>
</ Responsi bl eEnti ty>
<Ext ernal Security xm ns="urn:us:gov:ic:arh"
ismclassification="U
i sm owner Producer =" USA"
i sm excl udeFronRol | up="true"/>
</ Ext er nal Edh>
</ Handl i ngSt at enent >
</ Handl i ngAsserti on>
<Handl i ngAssertion tdf:scope="TDO'>
<Handl i ngSt at enent >
<Revi si onRecal | xm ns="urn:us:gov:ic:revrecal "
xm ns:rr="urn:us:gov:ic:revrecal l"
rr:DESVersion="202111. 202205"
rr:id="1"
rr:type="SUBSTANTI VE_REVI SI ON'
rr:dateTi ne="2009-11-10T12: 00: 00. 0- 04: 00"
rr:action="RETAI N WARN" >
<Security xm ns="urn:us:gov:ic:arh"
i smresourceEl enent="true"
i sm creat ebDat e="2006-07- 29"
i sm owner Pr oducer =" USA"
ismclassification="U"'
ismconpliesWth="USCGv USIC'/>
<rr:ProductTitle ismclassification="U" ismownerProducer="USA">Some Title</rr:ProductTitle>
<rr:Reason ismclassification="U" |smowlerProducer="USA">The reason why this resource should be revised or recalled. </rr:Reason>
<rr:POC i smclassification="U" |IsmownerProducer="USA">John Doe, john.doe@rg.gov, 555-555-5555</rr:POC>
</ Revi si onRecal | >
</ Handl i ngSt at enent >
</ Handl i ngAsserti on>
<Ref er enceVal uePayl oad tdf: uri="guide://9990/test"/>
</ Trust edDat aCbj ect >
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2.4 - RevisionRecall-03-IC-TDF-TDO.xml

<?xm -nodel href="../../Schematron/|1SM I SM XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/| SMCAT/ | SMCAT_XM.. sch"
t ype="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/1C EDH | C-EDH XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/

dsdl / schemat r on" ?><?xm - nodel href="../../Schematron/ | C TDF/ | G TDF_XM.. sch" type="application/xm " schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/
RevRecal | / RevRecal | _XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/ USAgency/ USAgency XM..sch" type="application/xm"
schemat ypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/ICID|IC|ID XM. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><!--

Notices - Distribution Notice
Thi s docunent has been approved for Public Release and is available for use without restriction.
--><l-- Al classification marks in this exanple are --><l-- for illustrative purposes only, there are no --><l-- actual classified data contained in this exanple --><l-- An
exanpl e docunent fragnent. This is exanple file is Schema valid
but does not represent a conplete docunent. It only represents enough to show how
to use the Revision recall indicator in one of the nany ways it could be used
- - ><Trust edDat aObj ect xm ns="urn:us:gov:ic:tdf"
xm ns:tdf ="urn:us:gov:ic:tdf"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"
tdf:version="202111-1C TDF. 202111"
xsi:schemalLocation="http://ww. w3.0rg/ 1999/ xlink ../../Schema/ w3/ 1999/ x| ink/xlink.xsd urn:us:gov:ic:revrecall ../../Schema/ RevRecal |/ RevRecal | XM.. xsd
urn:us:gov:ic:tdf ../../Schema/|C TDF/ | C- TDF. xsd" >

<Handl i ngAssertion tdf:scope="TDO >
<Handl i ngSt at enent >
<Edh xm ns="urn:us:gov:ic:edh"

xm ns: usagency="urn: us: gov:ic:usagency"

xm ns:icid="urn:us:gov:ic:id"

xm ns: edh="urn: us: gov:ic:edh"

usagency: CESVer si on="202207"

i ci d: DESVer si on="202111"

edh: DESVer si on="201903"

i sm DESVer si on="202111. 202211"

i sm | SMCATCESVer si on="202211">
<icid:ldentifier>guide://999990/DN -1</icid:ldentifier>
<Dat al t enCr eat eDat eTi ne>2006- 04- 25T00: 00: 00Z</ Dat al t enCr eat eDat eTi nme>
<Responsi bl eEntity edh: rol e="Cust odi an" >

<Count r y>USA</ Count r y>

<Organi zat i on>USA. DNI </ Or gani zat i on>

</ Responsi bl eEntity>
<Security xm ns="urn:us:gov:ic:arh"
i smconpliesWth="USGov USIC'
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
i sm owner Producer =" USA"
ismclassification="§"
i sm di ssem nati onCont rol s="NF"
ismderivativel yCd assifi edBy="DN "
i smderivedFrom="Mul tiple Sources"
i sm decl assDat e="2031- 05- 04"
i smresourceEl enent ="true"
i sm creat eDat e="2006- 05- 04"/ >
</ Edh>
</ Handl i ngSt at enent >
</ Handl i ngAsserti on>
<Handl i ngAssertion tdf:scope="PAYL" >
<Handl i ngSt at enent >
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<Ext er nal Edh xnl ns="urn: us:gov:ic:edh"
xm ns: usagency="urn: us: gov:ic: usagency"
xm ns: edh="urn: us: gov:ic:edh"
xmns:icid="urn:us:gov:ic:id"
usagency: CESVer si on="202207"
edh: DESVer si on="201903"
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
i ci d: DESVer si on="202111">
<icid:ldentifier>guide://999990/ DNl -Doc-1</icid:ldentifier>
<Dat al t enCr eat eDat eTi ne>2009- 11- 10T12: 00: 00- 04: 00</ Dat al t enCr eat eDat eTi nme>
<Responsi bl eEntity edh: rol e="Cust odi an">
<Count r y>USA</ Count r y>
<Or gani zat i on>USA. DNI </ Or gani zat i on>
</ Responsi bl eEnti ty>
<Ext ernal Security xm ns="urn:us:gov:ic:arh"
ismclassification="U
i sm owner Producer =" USA"
i sm excl udeFronRol | up="true"/>
</ Ext er nal Edh>
</ Handl i ngSt at enent >
</ Handl i ngAsserti on>
<Handl i ngAssertion tdf:scope="TDO' >
<Handl i ngSt at enent >
<Revi si onRecal | xm ns="urn:us:gov:ic:revrecall"
xm ns:rr="urn:us:gov:ic:revrecal | "
rr: DESVersion="202111. 202205"
rr:id="1"
rr:type="SUBSTANTI VE_REVI SI ON'
rr:dateTi ne="2009-11-10T12: 00: 00. 0- 04: 00"
rr:action="MANUAL_I NSTRUCTI ON' >
<Security xm ns="urn:us:gov:ic:arh"
ismclassification="8"
i sm owner Producer =" USA"
i sm di ssem nati onControl s="REL"
i smrel easabl eTo="USA FVEY"
i smresour ceEl enent ="true"
i smconpliesWth="USGov USIC'
i smcreatebate="2019-12-19"
i smderivativel yC assi fi edBy="sonmeone"
i sm derivedFronm="sonet hi ng"
i sm decl assDat e="2020- 12- 31"/ >
<rr:ProductTitle ismclassification="U" ism ownerProducer="USA">Some Title</rr:ProductTitle>
<rr:Reason ismclassification="S"
i sm owner Producer =" US,
i sm di ssem nati onControl s="REL"
Ismreleasabl eTo="USA FVEY">This is the reason for the revision or recall.</rr:Reason>
<rr:POC ismclassification="U" ismownerProducer="USA">John Doe, john.doe@rg.gov, 555-555-5555</rr:POC>

<rr:Actionlnstruction ismownerProducer="USA" ismclassification="U">This is where instructions are included with

@ evi si onActi on="MANUAL_| NSTRUCTI ON". </rr: Actionlnstruction>
</ Revi si onRecal | >
</ Handl i ngSt at enent >
</ Handl i ngAssertion>
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<Ref erenceVal uePayl oad tdf: uri="guide://9990/test"/>
</ Trust edDat aCbj ect >
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2.5 - RevisionRecall-04-IC-TDF-TDO.xml

<?xm -nodel href="../../Schematron/|1SM I SM XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/| SMCAT/ | SMCAT_XM.. sch"
t ype="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/1C EDH | C-EDH XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/

dsdl / schemat r on" ?><?xm - nodel href="../../Schematron/ | C TDF/ | G TDF_XM.. sch" type="application/xm " schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/
RevRecal | / RevRecal | _XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/ USAgency/ USAgency XM..sch" type="application/xm"
schemat ypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/ICID|IC|ID XM. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><!--

Notices - Distribution Notice
Thi s docunent has been approved for Public Release and is available for use without restriction.
--><l-- Al classification marks in this exanple are --><l-- for illustrative purposes only, there are no --><l-- actual classified data contained in this exanple --><l-- An
exanpl e docunent fragnent. This is exanple file is Schema valid
but does not represent a conplete docunent. It only represents enough to show how
to use the Revision recall indicator in one of the nany ways it could be used
- - ><Trust edDat aObj ect xm ns="urn:us:gov:ic:tdf"
xm ns:tdf ="urn:us:gov:ic:tdf"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"
tdf:version="202111-1C TDF. 202111"
xsi:schemalLocation="http://ww. w3.0rg/ 1999/ xlink ../../Schema/ w3/ 1999/ x| ink/xlink.xsd urn:us:gov:ic:revrecall ../../Schema/ RevRecal |/ RevRecal | XM.. xsd
urn:us:gov:ic:tdf ../../Schema/|C TDF/ | C- TDF. xsd" >

<Handl i ngAssertion tdf:scope="TDO >
<Handl i ngSt at enent >
<Edh xm ns="urn:us:gov:ic:edh"

xm ns: usagency="urn: us: gov:ic:usagency"

xm ns:icid="urn:us:gov:ic:id"

xm ns: edh="urn: us: gov:ic:edh"

usagency: CESVer si on="202207"

i ci d: DESVer si on="202111"

edh: DESVer si on="201903"

i sm DESVer si on="202111. 202211"

i sm | SMCATCESVer si on="202211">
<icid:ldentifier>guide://999990/DN -1</icid:ldentifier>
<Dat al t enCr eat eDat eTi ne>2006- 04- 25T00: 00: 00Z</ Dat al t enCr eat eDat eTi nme>
<Responsi bl eEntity edh: rol e="Cust odi an" >

<Count r y>USA</ Count r y>

<Organi zat i on>USA. DNI </ Or gani zat i on>

</ Responsi bl eEntity>
<Security xm ns="urn:us:gov:ic:arh"
i smconpliesWth="USGov USIC'
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
i sm owner Producer =" USA"
ismclassification="§"
i sm di ssem nati onCont rol s="NF"
ismderivativel yCd assifi edBy="DN "
i smderivedFrom="Mul tiple Sources"
i sm decl assDat e="2031- 05- 04"
i smresourceEl enent ="true"
i sm creat eDat e="2006- 05- 04"/ >
</ Edh>
</ Handl i ngSt at enent >
</ Handl i ngAsserti on>
<Handl i ngAssertion tdf:scope="PAYL" >
<Handl i ngSt at enent >

This document has been approved for Public Release by the Office of the Director of National Intelligence. See Distribution Notice for details. 12



RevRecall-Examples December 1, 2022

<Ext er nal Edh xnl ns="urn: us:gov:ic:edh"
xm ns: usagency="urn: us: gov:ic: usagency"
xm ns: edh="urn: us: gov:ic:edh"
xmns:icid="urn:us:gov:ic:id"
usagency: CESVer si on="202207"
edh: DESVer si on="201903"
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
i ci d: DESVer si on="202111">
<icid:ldentifier>guide://999990/ DNl -Doc-1</icid:ldentifier>
<Dat al t enCr eat eDat eTi ne>2009- 11- 10T12: 00: 00- 04: 00</ Dat al t enCr eat eDat eTi nme>
<Responsi bl eEntity edh: rol e="Cust odi an">
<Count r y>USA</ Count r y>
<Or gani zat i on>USA. DNI </ Or gani zat i on>
</ Responsi bl eEnti ty>
<Ext ernal Security xm ns="urn:us:gov:ic:arh"
ismclassification="U
i sm owner Producer =" USA"
i sm excl udeFronRol | up="true"/>
</ Ext er nal Edh>
</ Handl i ngSt at enent >
</ Handl i ngAsserti on>
<Handl i ngAssertion tdf:scope="TDO' >
<Handl i ngSt at enent >
<Revi si onRecal | xm ns="urn:us:gov:ic:revrecall"
xm ns:rr="urn:us:gov:ic:revrecal | "
rr: DESVersion="202111. 202205"
rr:id="1"
rr:type="FI SA_COVPLI ANCE_RECALL"
rr:dateTi ne="2009-11-10T12: 00: 00. 0- 04: 00"
rr:acti on="PURGE">
<Security xm ns="urn:us:gov:ic:arh"
ismclassification="8"
i sm owner Producer =" USA"
i sm di ssem nati onControl s="REL"
i smrel easabl eTo="USA FVEY"
i smresour ceEl enent ="true"
i smconpliesWth="USGov USIC'
i smcreatebate="2019-12-19"
i smderivativel yC assi fi edBy="sonmeone"
i sm derivedFronm="sonet hi ng"
i sm decl assDat e="2020- 12- 31"/ >
<rr:ProductTitle ismclassification="U" ism ownerProducer="USA">Some Title</rr:ProductTitle>
<rr:Reason ismclassification="S"
i sm owner Producer =" US,
i sm di ssem nati onControl s="REL"
Ismreleasabl eTo="USA FVEY">This is the reason for the revision or recall.</rr:Reason>
<rr:POC ismclassification="U" ismownerProducer="USA">John Doe, john.doe@rg.gov, 555-555-5555</rr:POC>
</ Revi si onRecal | >
</ Handl i ngSt at ement >
</ Handl i ngAsserti on>
<Ref erenceVal uePayl oad tdf:uri="guide://9990/test"/>
</ Trust edDat aCbj ect >
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