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Chapter 1 - Introduction

1.1 - Purpose

This is an informative supplement for IC-TDF. This document provides concrete examples of XML
files implementing IC-TDF elements and attributes.

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See Distribution Notice for details.



IC-TDF-Examples December 1, 2022

Chapter 2 - Example Files
2.1 - IC-TDF-binding.xml

<?xm -nodel href="../../Schematron/| C EDH | C-EDH XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/1CGI1D|1C1|D XM. sch"
t ype="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/1SM | SM XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/

schematron" ?><?xm - model href="../../Schematron/ USAgency/ USAgency XM..sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/|C
TDF/ | C- TDF_XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/ BASE- TDF/ BASE- TDF_XM.. sch" type="application/xm"
schemat ypens="http://purl.oclc.org/dsdl/schematron"?><!-- Distro Statenent: Distribution Notice:
Thi s docunent has been approved for Public Release and is available for use without restriction.
--><l-- Al classification marks in this exanple are
for illustrative purposes only, there are no

actual classified data contained in this exanple --><TrustedDataCbject xm ns="urn:us:gov:ic:tdf"
xm ns:tdf ="urn:us:gov:ic:tdf"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance"
tdf:versi on="202111-1C TDF. 202111"
xsi:schemalocation="urn:us:gov:ic:tdf ../../Schema/|C TDF/ | C TDF. xsd" >
<t df : Handl i ngAssertion tdf:id="handlingAssertionl" tdf:scope="TDO'>
<t df : Handl i ngSt at enent >
<edh: Edh xm ns: edh="urn: us: gov:i c: edh"
xm ns: usagency="urn: us: gov:ic:usagency"
xm ns:icid="urn:us:gov:ic:id"
i sm | SMCATCESVer si on="202211"
usagency: CESVer si on="202207"
i ci d: DESVer si on="202111"
edh: DESVer si on="201903" >
<icid:ldentifier>guide://999999/uuid</icid:ldentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 06- 20T00: 00: 00Z</ edh: Dat al t enCCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh: rol e="Cust odi an" >
<edh: Count r y>USA</ edh: Count ry>
<edh: Or gani zat i on>USA. DEA</ edh: Or gani zat i on>
</ edh: Responsi bl eEntity>
<ar h: Security xm ns:arh="urn:us:gov:ic:arh"
i smconpliesWth="USGov USIC'
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
ismclassification="U
i smcreatebDat e="2012- 06- 26"
i sm owner Producer =" USA"
i smresourceEl enent="true"/>
</ edh: Edh>
</ tdf: Handl i ngSt at enent >
<t df : Bi ndi ng>
<tdf:Signer tdf:subject="MDN' tdf:issuer="C=US"/>
<tdf: SignatureVal ue tdf:normalizati onMet hod="Normalization Method"
tdf : i ncl udesSt at enent Met adat a="f al se"
tdf:signatureAl gorithn="SHA256w t hECDSA" >RXhwZWNOZWQgU3RyaWsnl FZhbHVI </ t df : Si gnat ur eVal ue>
</tdf: Bi ndi ng>
</ tdf:Handl i ngAssertion>
<t df : Handl i ngAssertion tdf:id="handlingAssertion2" tdf:scope="PAYL">
<t df : Handl i ngSt at enent >
<edh: Edh xm ns: edh="urn: us: gov:i c: edh"
xm ns: usagency="urn: us: gov:ic: usagency"
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xmns:icid="urn:us:gov:ic:id"
i sm | SMCATCESVer si on="202211"
usagency: CESVer si on="202207"
i ci d: DESVer si on="202111"
edh: DESVer si on="201903" >
<icid:ldentifier>guide://999999/uuid</icid:ldentifier>
<edh: Dat al t enCr eat eDat eTi me>2012- 06- 20T00: 00: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh: rol e="Cust odi an" >
<edh: Count r y>USA</ edh: Count ry>
<edh: Or gani zat i on>USA. DEA</ edh: Or gani zat i on>
</ edh: Responsi bl eEntity>
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
i smconpliesWth="USGov USIC'
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
ismclassification="U"
i smcreatebDat e="2012- 06- 26"
i sm owner Pr oducer =" USA"
i smresourceEl enent="true"/>
</ edh: Edh>
</tdf: Handl i ngSt at enent >
<t df : Bi ndi ng>
<tdf:Signer tdf:subject="MyDN' tdf:issuer="C=US"/>
<tdf: Si gnatureVal ue tdf:normalizati onMet hod="Normalization Method"
tdf : i ncl udesSt at enent Met adat a="f al se"
tdf:signatureAl gorithnme" SHA256w t hECDSA" >RXhwZWNOZWQgU3RyawWsnl FZhbHVI </ t df : Si gnat ur eVal ue>
</ tdf: Bi ndi ng>
</tdf: Handl i ngAsserti on>
<tdf:Assertion tdf:id="assertionl"” tdf:scope="TDO' >
<tdf:StringStatenment tdf:isEncrypted="false">This is the first assertion</tdf:StringStatenent>
</tdf:Assertion>
<tdf:Assertion tdf:id="assertion2" tdf:scope="TDO'>
<t df : Base64Bi narySt at ement tdf:i sEncrypted="fal se">VGhpcyBpcyBhl GJpbnFyeSBzdG0ZWLI bnQ=</t df : Base64Bi nar ySt at enent >
</tdf:Assertion>
<tdf:StringPayload tdf:filename="nyText.txt" tdf:id="org.java" tdf:isEncrypted="false">This is a text docunent</tdf:StringPayl oad>
</ Trust edDat aChj ect >
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2.2 - IC-TDF-collection.xml

<?xm -nodel href="../../Schematron/| C EDH | C-EDH XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/I1CI1D|1C 1D XM. sch"
t ype="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xn -nodel href="../../Schematron/1SM|SM XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/

schematron" ?><?xm - model href="../../Schematron/ USAgency/ USAgency XM..sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/|C
TDF/ | C- TDF_XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/ BASE- TDF/ BASE- TDF_XM.. sch" type="application/xm"
schemat ypens="http://purl.oclc.org/dsdl/schematron"?><!-- Distro Statenment: Distribution Notice:
Thi s docunent has been approved for Public Release and is available for use without restriction.
--><l-- Al classification marks in this exanple are
for illustrative purposes only, there are no

actual classified data contained in this exanple --><TrustedDataCol | ection xm ns="urn:us:gov:ic:tdf"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance"
xm ns:tdf ="urn:us:gov:ic:tdf"
xsi:schemalLocati on="urn:us:gov:ic:tdf ../../Schema/|C TDF/ | C TDF. xsd"
tdf:versi on="202111-1C TDF. 202111" >
<t df : Handl i ngAssertion tdf:scope="TDC">
<t df : Handl i ngSt at enent >
<edh: Edh xnml ns: edh="urn: us: gov:ic: edh"
xm ns: usagency="urn: us: gov:ic: usagency"
xm ns:icid="urn:us:gov:ic:id"
usagency: CESVer si on="202207"
i ci d: DESVer si on="202111"
edh: DESVer si on="201903"
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211" >
<icid:ldentifier>guide://999002/ EdhExanpl e</icid:|ldentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 29T09: 00: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh: rol e="Cust odi an">
<edh: Count r y>USA</ edh: Count ry>
<edh: Or gani zat i on>USA. DNI </ edh: Or gani zati on>
</ edh: Responsi bl eEntity>
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
i smconpliesWth="USGv USIC
i smresourceEl enent="true"
i smcreatebDat e="2012- 05- 29"
ismclassification="U"'
i sm owner Producer =" USA"/ >
</ edh: Edh>
</tdf: Handl i ngSt at enent >
</ tdf:Handl i ngAssertion>
<tdf:Assertion tdf:scope="TDC'>
<tdf:StringStatenment> am an exanple assertion about this TDC</tdf: StringStatenent >
</tdf:Assertion>
<Tr ust edDat aCbj ect >
<t df : Handl i ngAssertion tdf:scope="TDO' >
<t df : Handl i ngSt at enent >
<edh: Edh xm ns: edh="urn: us: gov:i c: edh"
xm ns: usagency="urn: us: gov:ic:usagency"
xm ns:icid="urn:us:gov:ic:id"
i sm | SMCATCESVer si on="202211"
usagency: CESVer si on="202207"
i ci d: DESVer si on="202111">
<icid:ldentifier>guide://999990/ TdoExanpl e</icid:|dentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 29T09: 00: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
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<edh: Responsi bl eEntity edh:rol e="Cust odi an">
<edh: Count r y>USA</ edh: Count ry>
<edh: Organi zat i on>USA. DI A</ edh: O gani zat i on>
</ edh: Responsi bl eEntity>
<arh: Security xm ns:arh="urn:us:gov:ic:arh"

i smconpliesWth="USGv USIC

i smresourceEl enent="true"

i smcreat ebat e="2012- 05- 29"

ismclassification="U"

i sm owner Producer =" USA"/ >

</ edh: Edh>
</tdf: Handl i ngSt at enent >
</ tdf: Handl i ngAssertion>
<t df : Handl i ngAssertion tdf:scope="PAYL">
<t df : Handl i ngSt at enent >
<edh: Ext er nal Edh xm ns: edh="urn: us: gov:ic: edh"

xm ns: usagency="urn: us: gov:ic:usagency"

xmns:icid="urn:us:gov:ic:id"

i sm | SMCATCESVer si on="202211"

usagency: CESVer si on="202207"

i cid: DESVersion="202111">
<icid:ldentifier>guide://999990/ EdhExanpl e</icid: |l dentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 29T09: 00: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh: rol e="Cust odi an">

<edh: Count r y>USA</ edh: Count ry>
<edh: Or gani zat i on>USA. DI A</ edh: Or gani zati on>
</ edh: Responsi bl eEntity>
<ar h: Ext ernal Security xm ns:arh="urn:us:gov:ic:arh"
i smconpliesWth="USGv USIC
i smresourceEl enent="true"
i smcreatebDat e="2012- 05- 29"
ismclassification="8"
i sm owner Pr oducer =" USA"
i sm decl assDat e="2035-10- 10"
i smderivedFron="mul tiple sources”
i smderivativel yd assifiedBy="1.4(c)"
i sm excl udeFr onRol | up="true"
i smdi ssem nati onControl s="RELI DO'/ >
</ edh: Ext er nal Edh>
</tdf: Handl i ngSt at enent >
</ tdf:Handl i ngAssertion>
<tdf:Assertion tdf:scope="PAYL" >
<tdf:StringStatenent> am assertion about the payload. This payload is just an exanple to show usage of the I C TDF
schema</tdf: StringStat enent >
</tdf:Assertion>
<t df : Ref erenceVal uePayl oad tdf:uri="http://exanpl e/ referencel/ payl oad"/ >
</ Trust edDat a(hj ect >
<Tr ust edDat aCbj ect >
<t df : Handl i ngAssertion tdf:scope="TDO" >
<t df : Handl i ngSt at enent >
<edh: Edh xm ns: edh="urn: us: gov:ic: edh"
xm ns: usagency="urn: us: gov:ic:usagency"
xm ns:icid="urn:us:gov:ic:id"
i sm | SMCATCESVer si on="202211"
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usagency: CESVer si on="202207"
i ci d: DESVer si on="202111">
<icid:ldentifier>guide://999990/ TdoExanpl e2</icid:|dentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 29T09: 00: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh:rol e="Custodi an">
<edh: Count r y>USA</ edh: Count r y>
<edh: Or gani zat i on>USA. DI A</ edh: Or gani zati on>
</ edh: Responsi bl eEntity>
<arh: Security xmns:arh="urn:us:gov:ic:arh"
i smconpliesWth="USGv USIC
i smresourceEl enent="true"
i smcreatebDat e="2012- 05- 29"
ismclassification="U
i sm owner Producer =" USA"/ >
</ edh: Edh>
</tdf: Handl i ngSt at enent >
</ tdf:Handl i ngAssertion>
<t df : Handl i ngAssertion tdf:scope="PAYL">
<t df : Handl i ngSt at enent >
<edh: Ext ernal Edh xml ns: edh="urn: us: gov:ic: edh"
xm ns: usagency="urn: us: gov:ic: usagency"
xmns:icid="urn:us:gov:ic:id"
i ci d: DESVer si on="202111"
i sm | SMCATCESVer si on="202211"
usagency: CESVer si on="202207" >
<icid:ldentifier>guide://999990/ EdhExanpl e2</icid: | dentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 29T09: 00: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh: rol e="Cust odi an" >
<edh: Count r y>USA</ edh: Count ry>
<edh: Organi zat i on>USA. DI A</ edh: Or gani zat i on>
</ edh: Responsi bl eEnti ty>
<arh: External Security xm ns:arh="urn:us:gov:ic:arh"
i smconpliesWth="USGv USIC
i smresourceEl enent ="true"
i smcreatebDat e="2012- 05- 29"
ismclassification="8"
i sm owner Producer =" US
i sm decl assDat e="2035- 10- 10"
ismderivedFronm="mul tiple sources”
ismderivativel yC assifiedBy="1.4(c)"
i sm excl udeFronRol | up="true"
i smdi ssem nationControl s="RELI DO'/ >

</ edh: Ext er nal Edh>
</ tdf: Handl i ngSt at enent >
</tdf: Handl i ngAsserti on>
<tdf:Assertion tdf:scope="PAYL">
<tdf:StringStatenment>l am assertion about the payload. This payload is just an exanple to show usage of the |IC TDF
schema</tdf: StringStat enent >
</tdf:Assertion>
<t df : Ref erenceVal uePayl oad tdf:uri="http://exanpl e/ referencel/ payl oad"/>
</ Tr ust edDat aObj ect >
</ Trust edDat aCol | ecti on>
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2.3 - IC-TDF-encryption_GCM.xml

<?xm -nodel href="../../Schematron/| C EDH | C-EDH XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/1CGI1D|1C 1D XM. sch"
t ype="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/1SM | SM XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/

schematron" ?><?xm - model href="../../Schematron/ USAgency/ USAgency XM..sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/|C
TDF/ | C- TDF_XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/ BASE- TDF/ BASE- TDF_XM.. sch" type="application/xm"
schemat ypens="http://purl.oclc.org/dsdl/schematron"?><!-- Distro Statenment: Distribution Notice:
Thi s docunent has been approved for Public Release and is available for use without restriction.
--><l-- Al classification marks in this exanple are
for illustrative purposes only, there are no

actual classified data contained in this exanple --><TrustedDataObject xml ns="urn:us:gov:ic:tdf"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance"
xm ns:tdf ="urn:us:gov:ic:tdf"
xsi:schemalLocati on="urn:us:gov:ic:tdf ../../Schema/|C TDF/ | C TDF. xsd"
tdf:version="202111-1C TDF. 202111" >

<t df : Handl i ngAssertion tdf:scope="TDO >
<t df : Handl i ngSt at enent >
<edh: Edh xnml ns: edh="urn: us: gov:ic: edh"

xm ns: usagency="urn: us: gov:ic: usagency"

xm ns:icid="urn:us:gov:ic:id"

usagency: CESVer si on="202207"

i ci d: DESVer si on="202111"

edh: DESVer si on="201903"

i sm DESVer si on="202111. 202211"

i sm | SMCATCESVer si on="202211" >
<icid:ldentifier>guide://999990/sonet hing</icid:ldentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 28T15: 06: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh: rol e="Cust odi an">

<edh: Count r y>USA</ edh: Count ry>

<edh: Or gani zat i on>USA. DNI </ edh: Or gani zati on>
</ edh: Responsi bl eEntity>
<arh: Security xm ns:arh="urn:us:gov:ic:arh"

i smconpliesWth="USGv USIC

i smresourceEl enent="true"

i smcreatebDat e="2012- 05- 28"

ismclassification="U"'

i sm owner Producer =" USA"/ >

</ edh: Edh>
</tdf: Handl i ngSt at enent >
</ tdf:Handl i ngAssertion>
<t df : Handl i ngAssertion tdf:scope="PAYL" tdf:appliesToState="unencrypted">
<t df : Handl i ngSt at enent >
<edh: Ext ernal Edh xm ns: edh="urn: us: gov:ic: edh"

xm ns: usagency="urn: us: gov:ic: usagency"

xm ns:icid="urn:us:gov:ic:id"

usagency: CESVer si on="202207"

i ci d: DESVer si on="202111"

edh: DESVer si on="201903"

i sm DESVer si on="202111. 202211"

i sm | SMCATCESVer si on="202211" >
<icid:ldentifier>guide://999990/sonethi ng</icid:ldentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 28T15: 06: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh:rol e="Cust odi an" >

<edh: Count r y>USA</ edh: Count ry>
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<edh: Or gani zati on>USA. DNI </ edh: Or gani zat i on>
</ edh: Responsi bl eEntity>
<arh: External Security xm ns:arh="urn:us:gov:ic:arh"
i smconpliesWth="USGov USIC'
i smresourceEl enent="true"
i smcreat ebDat e="2012- 05- 28"
ismclassification="U"
i sm owner Producer =" USA"
i sm excl udeFronRol | up="true"/>
</ edh: Ext er nal Edh>
</ tdf: Handl i ngSt at enent >
</tdf: Handl i ngAsserti on>
<t df : Handl i ngAssertion tdf:scope="PAYL" tdf:appliesToState="encrypted">
<t df : Handl i ngSt at ement >
<edh: Edh xm ns: edh="urn: us: gov:ic: edh"
xm ns: usagency="urn: us: gov:ic:usagency"
xm ns:icid="urn:us:gov:ic:id"
usagency: CESVer si on="202207"
i ci d: DESVer si on="202111"
edh: DESVer si on="201903"
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211" >
<icid:ldentifier>guide://999990/somet hing</icid:ldentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 28T15: 06: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh: rol e="Cust odi an" >
<edh: Count r y>USA</ edh: Count ry>
<edh: Organi zat i on>USA. DNI </ edh: Or gani zat i on>
</ edh: Responsi bl eEntity>
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
i smconpliesWth="USGv USIC
i smresourceEl enent="true"
i smcreat ebat e="2012-05- 28"
ismclassification="U"
i sm owner Producer =" USA"/ >
</ edh: Edh>
</tdf: Handl i ngSt at enent >
</ tdf: Handl i ngAssertion>
<tdf:Assertion tdf:id="nylD' tdf:scope="TDO' >
<tdf:StringStatenment>assertion statenent</tdf: StringStatenent>
</tdf:Assertion>
<tdf: Encryptionlnfornmation>
<t df : KeyAccess>
<t df : At t achedKey>
<t df : KeyVal ue>abcdef ghi j kl mop</t df : KeyVal ue>
</tdf:AttachedKey>
</tdf: KeyAccess>
<l-- In Galois Counter Mdde (http://csrc.nist.gov/publications/nistpubs/800-380/ SP-800-38D. pdf),
you encrypt your payload, you pass in your plaintext (P), an initialization vector (1V), and
some additional authenticated data (A (as well as ny shared secret Key), and you produce
ci phertext (C), and an authentication tag (T).

So to decrypt ny payload (which is what we care about here), | will need to pass in the sane
IV and A paraneters (as well as ny shared secret Key) as ny inputs for encryption, as well
as the C and T paraneters that were ny output fromencryption. This allows nme to authenticate
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the integrity of ny input, and then decrypt the actual payload (I have attached a picture
fromthe NIST pub that illustrates the decrypt steps).

When | receive a TDO where ny payl oad has been encrypted using GCM except for the Key, al
of those other values need to be provided along with the ciphertext (i.e., the encrypted
payl oad). So for instance, the Encrypti onMethod nmight |look Iike this: -->
<tdf: Encrypti onMet hod tdf: al gorithn="AES">
<t df : KeySi ze>32</t df : KeySi ze>
<t df : | VPar ans>YWs5| GNhcmbhbCBwb GVvhewYWs51 GNhenbhbCBwbGvhew</ t df : | VPar ans>
<t df : Addi ti onal Aut henti cat edDat a>5sA55] (49d5hbCBwhGvhcwa3</t df : Addi ti onal Aut hent i cat edDat a>
<t df: Aut henti cat i onTag>B20abwwl LnmNOgqa43sas</ t df : Aut henti cati onTag>
</ tdf: Encrypti onMet hod>
</tdf: Encryptionl nfornmation>
<tdf:StringPayl oad tdf:isEncrypted="true">ad32s9a</tdf: StringPayl oad>
</ Tr ust edDat aCbj ect >
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2.4 - IC-TDF-encryption_payl.xml

<?xm -nodel href="../../Schematron/| C EDH | C-EDH XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/1CGI1D|1C 1D XM. sch"
t ype="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/1SM|SM XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/

schematron" ?><?xm - nmodel href="../../Schematron/ USAgency/ USAgency XM..sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/|C
TDF/ | C- TDF_XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/ BASE- TDF/ BASE- TDF_XM.. sch" type="application/xm"
schemat ypens="http://purl.oclc.org/dsdl/schematron"?><!-- Distro Statenment: Distribution Notice:
Thi s docunent has been approved for Public Release and is available for use without restriction.
--><l-- Al classification marks in this exanple are
for illustrative purposes only, there are no

actual classified data contained in this exanple --><TrustedDataObject xml ns="urn:us:gov:ic:tdf"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xm ns:tdf ="urn:us:gov:ic:tdf"
xsi:schemalLocati on="urn:us:gov:ic:tdf ../../Schema/|C TDF/ | C TDF. xsd"
tdf:versi on="202111-1C TDF. 202111" >

<t df : Handl i ngAssertion tdf:scope="TDO >
<t df : Handl i ngSt at enent >
<edh: Edh xnml ns: edh="urn: us: gov:ic: edh"

xm ns: usagency="urn: us: gov:ic: usagency"

xm ns:icid="urn:us:gov:ic:id"

usagency: CESVer si on="202207"

i ci d: DESVer si on="202111"

edh: DESVer si on="201903"

i sm DESVer si on="202111. 202211"

i sm | SMCATCESVer si on="202211" >
<icid:ldentifier>guide://999990/sonet hing</icid:ldentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 28T15: 06: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh:rol e="Cust odi an">

<edh: Count r y>USA</ edh: Count ry>

<edh: Or gani zat i on>USA. DNI </ edh: Or gani zati on>
</ edh: Responsi bl eEntity>
<arh: Security xm ns:arh="urn:us:gov:ic:arh"

i smconpliesWth="USGv USIC

i smresourceEl enent="true"

i smcreatebDat e="2012- 05- 28"

ismclassification="U"

i sm owner Pr oducer =" USA"/ >

</ edh: Edh>
</tdf: Handl i ngSt at enent >
</ tdf:Handl i ngAssertion>
<t df : Handl i ngAssertion tdf:scope="PAYL" tdf:appliesToState="unencrypted">
<t df : Handl i ngSt at enent >
<edh: Ext ernal Edh xm ns: edh="urn: us: gov:ic: edh"

xm ns: usagency="urn: us: gov:ic: usagency"

xmns:icid="urn:us:gov:ic:id"

usagency: CESVer si on="202207"

i ci d: DESVer si on="202111"

edh: DESVer si on="201903"

i sm DESVer si on="202111. 202211"

i sm | SMCATCESVer si on="202211">
<icid:ldentifier>guide://999990/sonething</icid:ldentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 28T15: 06: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh: rol e="Cust odi an" >

<edh: Count r y>USA</ edh: Count ry>
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<edh: Or gani zati on>USA. DNI </ edh: Or gani zat i on>
</ edh: Responsi bl eEntity>
<arh: External Security xm ns:arh="urn:us:gov:ic:arh"
i smconpliesWth="USGov USIC'
i smresourceEl enent="true"
i smcreat ebat e="2012- 05- 28"
ismclassification="U"
i sm owner Producer =" USA"
i sm excl udeFronRol | up="true"/>
</ edh: Ext er nal Edh>
</ tdf: Handl i ngSt at enent >
</tdf: Handl i ngAsserti on>
<t df : Handl i ngAssertion tdf:scope="PAYL" tdf:appliesToState="encrypted">
<t df : Handl i ngSt at ement >
<edh: Edh xm ns: edh="urn: us: gov:ic: edh"

xm ns: usagency="urn: us: gov:ic:usagency"

xm ns:icid="urn:us:gov:ic:id"

usagency: CESVer si on="202207"

i ci d: DESVer si on="202111"

edh: DESVer si on="201903"

i sm DESVer si on="202111. 202211"

i sm | SMCATCESVer si on="202211" >
<icid:ldentifier>guide://999990/somet hing</icid:ldentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 28T15: 06: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh: rol e="Cust odi an" >

<edh: Count r y>USA</ edh: Count ry>
<edh: Organi zat i on>USA. DNI </ edh: Or gani zat i on>
</ edh: Responsi bl eEntity>
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
i smconpliesWth="USGov USIC'
i smresourceEl enent="true"
i smcreat ebat e="2012-05- 28"
ismclassification="U"
i sm owner Producer =" USA"/ >
</ edh: Edh>
</tdf: Handl i ngSt at enent >
</ tdf: Handl i ngAssertion>
<tdf:Assertion tdf:id="nylD' tdf:scope="TDO' >
<tdf:StringStatenment>assertion statenent</tdf: StringStatenent>
</tdf:Assertion>
<tdf: Encryptionlnfornmation>
<t df : KeyAccess>
<t df : At t achedKey>
<t df : KeyVal ue>abcdef ghi j kIl mop</t df : KeyVal ue>
</tdf:AttachedKey>
</tdf: KeyAccess>
<tdf: Encrypti onMet hod tdf:al gorithne"SHA- 256"/ >
</tdf: Encryptionl nfornmation>
<tdf: StringPayl oad tdf:isEncrypted="true">ad32s9a</tdf: StringPayl oad>
</ Trust edDat aCbj ect >
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2.5 - IC-TDF-encryption_sequence.xml

<?xm -nodel href="../../Schematron/| C EDH | C-EDH XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/1CGI1D|C 1D XM. sch"
t ype="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xn -nodel href="../../Schematron/1SM|SM XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/

schematron" ?><?xm - model href="../../Schematron/ USAgency/ USAgency XM..sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/|C
TDF/ | C- TDF_XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/ BASE- TDF/ BASE- TDF_XM.. sch" type="application/xm"
schemat ypens="http://purl.oclc.org/dsdl/schematron"?><!-- Distro Statenment: Distribution Notice:
Thi s docunent has been approved for Public Release and is available for use without restriction.
--><l-- Al classification marks in this exanple are
for illustrative purposes only, there are no

actual classified data contained in this exanple --><TrustedDataObject xml ns="urn:us:gov:ic:tdf"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance"
xm ns:tdf ="urn:us:gov:ic:tdf"
xsi:schemalLocati on="urn:us:gov:ic:tdf ../../Schema/|C TDF/ | C TDF. xsd"
tdf:version="202111-1C TDF. 202111" >
<t df : Handl i ngAssertion tdf:scope="TDO >
<t df : Handl i ngSt at enent >
<edh: Edh xnml ns: edh="urn: us: gov:ic: edh"
xm ns: usagency="urn: us: gov:ic: usagency"
xm ns:icid="urn:us:gov:ic:id"
i sm | SMCATCESVer si on="202211"
usagency: CESVer si on="202207"
i ci d: DESVer si on="202111"
edh: DESVer si on="201903" >
<icid:ldentifier>guide://999999/ uuid</icid:ldentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 06- 20T00: 00: 00Z</ edh: Dat al t enCr eat eDat eTi me>
<edh: Responsi bl eEntity edh: rol e="Cust odi an">
<edh: Count r y>USA</ edh: Count r y>
<edh: Or gani zat i on>USA. DEA</ edh: Or gani zat i on>
</ edh: Responsi bl eEntity>
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
i smconpliesWth="USGov USIC'
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
ismclassification="U
i smcreat ebat e="2012- 06- 26"
i sm owner Producer =" USA"
i smresourceEl enent="true"/ >
</ edh: Edh>
</ tdf: Handl i ngSt at ement >
</ tdf:Handl i ngAssertion>
<t df : Handl i ngAssertion tdf:scope="PAYL">
<t df : Handl i ngSt at ement >
<edh: Edh xnl ns: edh="urn: us: gov:ic: edh"
xm ns: usagency="urn: us: gov:ic:usagency”
xm ns:icid="urn:us:gov:ic:id"
i sm | SMCATCESVer si on="202211"
usagency: CESVer si on="202207"
i ci d: DESVer si on="202111"
edh: DESVer si on="201903" >
<icid:ldentifier>guide://999999/uuid</icid:Identifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 06- 20T00: 00: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh: rol e="Cust odi an" >
<edh: Count r y>USA</ edh: Count ry>
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<edh: Or gani zat i on>USA. DEA</ edh: Or gani zat i on>
</ edh: Responsi bl eEntity>
<arh: Security xm ns:arh="urn:us:gov:ic:arh"

</ edh: Edh>

i smconpliesWth="USGov USIC'
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
ismclassification="U"

i smcreatebDat e="2012-06- 26"

i sm owner Pr oducer =" USA"

i smresourceEl enent="true"/>

</tdf: Handl i ngSt at enent >
</ tdf: Handl i ngAssertion>

<tdf:Assertion tdf:id="assertionldl" tdf:scope="PAYL" tdf:type="binary">

<tdf: Statenent Metadata tdf:appliesToState="encrypted">
<edh: Edh xm ns: edh="urn: us: gov:i c: edh"

xm ns: usagency="urn: us: gov:ic:usagency”
xm ns:icid="urn:us:gov:ic:id"
i sm | SMCATCESVer si on="202211"

usagency: CESVer si on="202207"
i ci d: DESVer si on="202111">

<icid:ldentifier>guide://999990/ DI A- CNTRL- NO 1754-1762</ici d: |l dentifier>
<edh: Dat al t enCr eat eDat eTi ne>2006- 07- 28T00: 00: 00Z</ edh: Dat al t enCr eat eDat eTi ne>

<edh: Responsi bl eEntity edh: rol e="Cust odi an" >
<edh: Count r y>USA</ edh: Count ry>
<edh: Or gani zat i on>USA. DI A</ edh: Or gani zati on>
</ edh: Responsi bl eEntity>
<ar h: Security xm ns:arh="urn:us:gov:ic:arh"

</ edh: Edh>

ismclassification="U

i sm owner Producer =" USA"

i smresourceEl enent ="t rue"

i smconpliesWth="USGv USIC
i smcreatebate="2019-12-19"/>

</ tdf: St at enent Met adat a>
<t df: St at enent Met adata tdf: appli esToSt at e="unencrypt ed" >
<edh: Ext ernal Edh xm ns: edh="urn: us: gov:ic: edh"

<icid:ldentifier>guide://999990/sonethi ng</icid:ldentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 28T15: 06: 00Z</ edh: Dat al t enCr eat eDat eTi ne>

xm ns: usagency="urn: us: gov:ic: usagency"
xmns:icid="urn:us:gov:ic:id"
usagency: CESVer si on="202207"

i ci d: DESVer si on="202111"

edh: DESVer si on="201903"

i sm DESVer si on="202111. 202211"

i sm | SMCATCESVer si on="202211">

<edh: Responsi bl eEntity edh: rol e="Cust odi an" >
<edh: Count r y>USA</ edh: Count ry>
<edh: Or gani zati on>USA. DNl </ edh: Or gani zat i on>
</ edh: Responsi bl eEntity>
<arh: External Security xm ns:arh="urn:us:gov:ic:arh"

i smconpliesWth="USGov USIC'
i smresourceEl ement ="t rue"
i smcreatebDat e="2012-05-28"
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ismclassification="U"'
i sm owner Producer =" USA"
i sm excl udeFronRol | up="true"/>
</ edh: Ext er nal Edh>
</ tdf: St at enent Met adat a>
<t df: Encryptionl nformation>
<t df : KeyAccess>
<t df: Att achedKey>
<t df : KeyVal ue>Jk6Jndo7Fwnbul k/ vHkj xQ==</t df : KeyVal ue>
</tdf:AttachedKey>
</ tdf: KeyAccess>
<tdf: Encrypti onMet hod tdf:al gorithn="AES" >
<t df : KeySi ze>16</t df : KeySi ze>
</tdf: Encrypti onMet hod>
</ tdf: Encryptionl nformation>
<t df : Base64Bi narySt atenent tdf:filenane="binvVal.xm"
tdf:isEncrypted="true"
tdf:medi aType="application/octet-strean >VGipcyBpcyBhl HRI c3Qu</t df : Base64Bi nar ySt at enent >
</tdf:Assertion>
<tdf:Assertion tdf:id="assertionld2" tdf:scope="PAYL" tdf:type="binary">
<t df: St at enent Met adata tdf: appliesToSt at e="encrypt ed" >
<edh: Edh xml ns: edh="urn: us: gov:ic: edh"

xm ns: usagency="urn: us: gov:ic:usagency"

xm ns:icid="urn:us:gov:ic:id"

i sm | SMCATCESVer si on="202211"

usagency: CESVer si on="202207"

i cid: DESVersion="202111">
<icid:ldentifier>guide://999990/ DI A-CNTRL- NO 1754-1762</icid:|ldentifier>
<edh: Dat al t enCr eat eDat eTi ne>2006- 07- 28T00: 00: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh:rol e="Cust odi an" >

<edh: Count r y>USA</ edh: Count ry>
<edh: Or gani zati on>USA. DI A</ edh: Or gani zati on>
</ edh: Responsi bl eEntity>
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
ismclassification="U"

i sm owner Producer =" USA"

i smresourceEl enent="true"

i smconpliesWth="USGov USIC'

i smcreatebDat e="2019-12-19"/ >

</ edh: Edh>

</ tdf: St at enent Met adat a>

<tdf: Statenent Metadata tdf:appliesToState="unencrypted">
<edh: Ext er nal Edh xml ns: edh="urn: us: gov:i c: edh"

xm ns: usagency="urn: us: gov:ic:usagency"

usagency: CESVer si on="202207"

edh: DESVer si on="201903"

i sm DESVer si on="202111. 202211"

i sm | SMCATCESVer si on="202211" >
<icid:ldentifier xmns:icid="urn:us:gov:ic:id">guide://999990/sonething</icid:|ldentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 28T15: 06: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh:rol e="Cust odi an" >

<edh: Count r y>USA</ edh: Count ry>
<edh: Organi zat i on>USA. DNI </ edh: Or gani zat i on>
</ edh: Responsi bl eEntity>
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<arh: External Security xm ns:arh="urn:us:gov:ic:arh"
i smconpliesWth="USGov USIC'
i smresourceEl enent ="true"
i smcreat ebDat e="2012- 05- 28"
ismclassification="U"
i sm owner Producer =" USA"
i sm excl udeFronRol | up="true"/>
</ edh: Ext er nal Edh>
</ tdf: St at ement Met adat a>
<tdf: Encryptionlnformation tdf:sequenceNun="1">
<t df : KeyAccess>
<t df : At t achedKey>
<t df : KeyVal ue>Jk6Jndo7Fwnbul k/ vHkj xQ==</t df : KeyVal ue>
</tdf:AttachedKey>
</tdf: KeyAccess>
<tdf: Encrypti onMet hod tdf:al gorithn="AES">
<t df : KeySi ze>16</ t df : KeySi ze>
</ tdf: Encrypti onMet hod>
</tdf:Encryptionlnfornation>
<tdf: Encryptionlnformati on tdf:sequenceNun="2">
<t df : KeyAccess>
<t df : At t achedKey>
<t df : KeyVal ue>Jk6Jndo7a3Er ul k/ vHkj xQ==</t df : KeyVal ue>
</tdf:AttachedKey>
</ tdf: KeyAccess>
<tdf: Encrypti onMet hod tdf:al gorithn="AES" >
<t df : KeySi ze>16</ t df : KeySi ze>
</tdf: Encrypti onMet hod>
</ tdf: Encryptionl nfornmation>
<t df : Base64Bi narySt atement tdf:fil ename="binVal . xm "
tdf:isEncrypted="true"
tdf:nedi aType="appl i cation/octet-stream >VGipcyBpcyBhl HRI c3Qu</t df : Base64Bi nar ySt at enent >
</tdf:Assertion>
<tdf:StringPayload tdf:filename="nyText.txt" tdf:id="org.java" tdf:isEncrypted="false">This is a text docunent</tdf:StringPayl oad>
</ Tr ust edDat aCbj ect >
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2.6 - IC-TDF-encryption.xml

<?xm -nodel href="../../Schematron/| C EDH | C-EDH XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/1CGI1D|C 1D XM. sch"
t ype="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/1SM|SM XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/

schematron" ?><?xm - model href="../../Schematron/ USAgency/ USAgency XM..sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/|C
TDF/ | C- TDF_XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/ BASE- TDF/ BASE- TDF_XM.. sch" type="application/xm"
schemat ypens="http://purl.oclc.org/dsdl/schematron"?><!-- Distro Statenment: Distribution Notice:
Thi s docunent has been approved for Public Release and is available for use without restriction.
--><l-- Al classification marks in this exanple are
for illustrative purposes only, there are no

actual classified data contained in this exanple --><TrustedDataObject xml ns="urn:us:gov:ic:tdf"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xm ns:tdf ="urn:us:gov:ic:tdf"
xsi:schemalLocati on="urn:us:gov:ic:tdf ../../Schenma/|C TDF/ | C TDF. xsd"
tdf:version="202111-1C TDF. 202111" >
<t df : Handl i ngAssertion tdf:scope="TDO >
<t df : Handl i ngSt at enent >
<edh: Edh xnml ns: edh="urn: us: gov:ic: edh"
xm ns: usagency="urn: us: gov:ic: usagency"
xm ns:icid="urn:us:gov:ic:id"
i sm | SMCATCESVer si on="202211"
usagency: CESVer si on="202207"
i ci d: DESVer si on="202111"
edh: DESVer si on="201903" >
<icid:ldentifier>guide://999999/ uuid</icid:ldentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 06- 20T00: 00: 00Z</ edh: Dat al t enCr eat eDat eTi me>
<edh: Responsi bl eEntity edh: rol e="Cust odi an">
<edh: Count r y>USA</ edh: Count r y>
<edh: Or gani zat i on>USA. DEA</ edh: Or gani zat i on>
</ edh: Responsi bl eEntity>
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
i smconpliesWth="USGov USIC'
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
ismclassification="U
i smcreat ebat e="2012- 06- 26"
i sm owner Producer =" USA"
i smresourceEl enent="true"/>
</ edh: Edh>
</ tdf: Handl i ngSt at ement >
</ tdf:Handl i ngAssertion>
<t df : Handl i ngAssertion tdf:scope="PAYL">
<t df : Handl i ngSt at ement >
<edh: Edh xnml ns: edh="urn: us: gov:ic: edh"
xm ns: usagency="urn: us: gov:ic: usagency"
xmns:icid="urn:us:gov:ic:id"
i sm | SMCATCESVer si on="202211"
usagency: CESVer si on="202207"
i ci d: DESVer si on="202111"
edh: DESVer si on="201903" >
<icid:ldentifier>guide://999999/uuid</icid:Ildentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 06- 20T00: 00: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh:rol e="Cust odi an" >
<edh: Count r y>USA</ edh: Count ry>
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<edh: Or gani zat i on>USA. DEA</ edh: Or gani zat i on>
</ edh: Responsi bl eEntity>
<arh: Security xm ns:arh="urn:us:gov:ic:arh"

</ edh: Edh>

i smconpliesWth="USGov USIC'
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
ismclassification="U"

i smcreatebDat e="2012-06- 26"

i sm owner Pr oducer =" USA"

i smresourceEl enent="true"/>

</tdf: Handl i ngSt at enent >
</ tdf: Handl i ngAssertion>

<tdf:Assertion tdf:id="assertionldl" tdf:scope="PAYL" tdf:type="binary">

<tdf: Statenent Metadata tdf:appliesToState="encrypted">
<edh: Edh xm ns: edh="urn: us: gov:i c: edh"

xm ns: usagency="urn: us: gov:ic:usagency”
xm ns:icid="urn:us:gov:ic:id"
i sm | SMCATCESVer si on="202211"

usagency: CESVer si on="202207"
i ci d: DESVer si on="202111">

<icid:ldentifier>guide://999990/ DI A- CNTRL- NO 1754-1762</ici d: |l dentifier>
<edh: Dat al t enCr eat eDat eTi ne>2006- 07- 28T00: 00: 00Z</ edh: Dat al t enCr eat eDat eTi ne>

<edh: Responsi bl eEntity edh: rol e="Cust odi an" >
<edh: Count r y>USA</ edh: Count ry>
<edh: Or gani zat i on>USA. DI A</ edh: Or gani zati on>
</ edh: Responsi bl eEntity>
<ar h: Security xm ns:arh="urn:us:gov:ic:arh"

</ edh: Edh>

ismclassification="U

i sm owner Producer =" USA"

i smresourceEl enent ="t rue"

i smconpliesWth="USGv USIC
i smcreatebate="2019-12-19"/>

</ tdf: St at enent Met adat a>
<t df: St at enent Met adata tdf: appli esToSt at e="unencrypt ed" >
<edh: Ext ernal Edh xm ns: edh="urn: us: gov:ic: edh"

<icid:ldentifier>guide://999990/sonethi ng</icid:ldentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 28T15: 06: 00Z</ edh: Dat al t enCr eat eDat eTi ne>

xm ns: usagency="urn: us: gov:ic: usagency"
xmns:icid="urn:us:gov:ic:id"
usagency: CESVer si on="202207"

i ci d: DESVer si on="202111"

edh: DESVer si on="201903"

i sm DESVer si on="202111. 202211"

i sm | SMCATCESVer si on="202211">

<edh: Responsi bl eEntity edh: rol e="Cust odi an" >
<edh: Count r y>USA</ edh: Count ry>
<edh: Or gani zati on>USA. DNl </ edh: Or gani zat i on>
</ edh: Responsi bl eEntity>
<arh: External Security xm ns:arh="urn:us:gov:ic:arh"

i smconpliesWth="USGov USIC'
i smresourceEl ement ="t rue"
i smcreatebDat e="2012-05-28"
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ismclassification="U"'
i sm owner Producer =" USA"
i sm excl udeFronRol | up="true"/>
</ edh: Ext er nal Edh>
</ tdf: St at enent Met adat a>
<t df: Encryptionl nformation>
<t df : KeyAccess>
<t df: Att achedKey>
<t df : KeyVal ue>Jk6Jndo7Fwnbul k/ vHkj xQ==</t df : KeyVal ue>
</tdf:AttachedKey>
</ tdf: KeyAccess>
<tdf: Encrypti onMet hod tdf:al gorithn="AES" >
<t df : KeySi ze>16</t df : KeySi ze>
</tdf: Encrypti onMet hod>
</ tdf: Encryptionl nformation>
<t df : Base64Bi narySt atenent tdf:filenane="binvVal.xm"
tdf:isEncrypted="true"
tdf:medi aType="application/octet-strean >VGipcyBpcyBhl HRI c3Qu</t df : Base64Bi nar ySt at enent >
</tdf:Assertion>
<tdf:Assertion tdf:id="assertionld2" tdf:scope="PAYL" tdf:type="binary">
<t df: St at enent Met adata tdf: appliesToSt at e="encrypt ed" >
<edh: Edh xml ns: edh="urn: us: gov:ic: edh"

xm ns: usagency="urn: us: gov:ic:usagency"

xm ns:icid="urn:us:gov:ic:id"

i sm | SMCATCESVer si on="202211"

usagency: CESVer si on="202207"

i cid: DESVersion="202111">
<icid:ldentifier>guide://999990/ DI A-CNTRL- NO 1754-1762</icid:|ldentifier>
<edh: Dat al t enCr eat eDat eTi ne>2006- 07- 28T00: 00: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh:rol e="Cust odi an" >

<edh: Count r y>USA</ edh: Count ry>
<edh: Or gani zati on>USA. DI A</ edh: Or gani zati on>
</ edh: Responsi bl eEntity>
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
ismclassification="U"

i sm owner Producer =" USA"

i smresourceEl enent="true"

i smconpliesWth="USGov USIC'

i smcreatebDat e="2019-12-19"/ >

</ edh: Edh>

</ tdf: St at enent Met adat a>

<tdf: Statenent Metadata tdf:appliesToState="unencrypted">
<edh: Ext er nal Edh xml ns: edh="urn: us: gov:i c: edh"

xm ns: usagency="urn: us: gov:ic:usagency"

usagency: CESVer si on="202207"

edh: DESVer si on="201903"

i sm DESVer si on="202111. 202211"

i sm | SMCATCESVer si on="202211" >
<icid:ldentifier xmns:icid="urn:us:gov:ic:id">guide://999990/sonething</icid:|ldentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 28T15: 06: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh:rol e="Cust odi an" >

<edh: Count r y>USA</ edh: Count ry>
<edh: Organi zat i on>USA. DNI </ edh: Or gani zat i on>
</ edh: Responsi bl eEntity>
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<arh: External Security xm ns:arh="urn:us:gov:ic:arh"
i smconpliesWth="USGov USIC'
i smresourceEl enent ="true"
i smcreat ebDat e="2012- 05- 28"
ismclassification="U"
i sm owner Producer =" USA"
i sm excl udeFronRol | up="true"/>
</ edh: Ext er nal Edh>
</ tdf: St at ement Met adat a>
<tdf: Encryptionlnfornmation>
<t df : KeyAccess>
<t df : At t achedKey>
<t df : KeyVal ue>Jk6Jndo7Fwnbul k/ vHkj xQ==</t df : KeyVal ue>
</tdf:AttachedKey>
</tdf: KeyAccess>
<tdf: Encrypti onMet hod tdf:al gorithn="AES" >
<t df : KeySi ze>16</ t df : KeySi ze>
</ tdf: Encrypti onMet hod>
</tdf:Encryptionlnfornmation>
<t df : Base64Bi narySt atement tdf: fil ename="binVal . xm "
tdf:isEncrypted="true"
tdf: nmedi aType="appl i cati on/ oct et -streanm >VGhpcyBpcyBhl HRI ¢c3Qu</t df : Base64Bi nar ySt at enent >
</tdf:Assertion>
<tdf:StringPayload tdf:filename="myText.txt" tdf:id="org.java"” tdf:isEncrypted="false">This is a text docunment</tdf:StringPayl oad>
</ Trust edDat aCbj ect >
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2.7 - IC-TDF-example.xml

<?xm -nodel href="../../Schematron/| C EDH | C-EDH XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/I1CGI1D|C 1D XM. sch"
t ype="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xn -nodel href="../../Schematron/1SM|SM XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/

schematron" ?><?xm - model href="../../Schematron/ USAgency/ USAgency XM..sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/1C
TDF/ | C- TDF_XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/ BASE- TDF/ BASE- TDF_XM.. sch" type="application/xm"
schemat ypens="http://purl.oclc.org/dsdl/schematron"?><!-- Distro Statenment: Distribution Notice:
Thi s docunent has been approved for Public Release and is available for use without restriction.
--><l-- Al classification marks in this exanple are
for illustrative purposes only, there are no

actual classified data contained in this exanple --><TrustedDataCol | ection xm ns="urn:us:gov:ic:tdf"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xm ns:tdf ="urn:us:gov:ic:tdf"
xsi:schemalLocati on="urn:us:gov:ic:tdf ../../Schema/|C- TDF/ | C TDF. xsd"
tdf:version="202111-1C TDF. 202111" >
<t df : Handl i ngAssertion tdf:scope="TDC">
<t df : Handl i ngSt at enent >
<edh: Edh xnml ns: edh="urn: us: gov:ic: edh"
xm ns: usagency="urn: us: gov:ic: usagency"
xm ns:icid="urn:us:gov:ic:id"
usagency: CESVer si on="202207"
i ci d: DESVer si on="202111"
edh: DESVer si on="201903"
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211" >
<icid:ldentifier>guide://999003/ EdhExanpl e001</ici d:|dentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 29T09: 00: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh:rol e="Cust odi an">
<edh: Count r y>USA</ edh: Count ry>
<edh: Or gani zat i on>USA. DNI </ edh: Or gani zati on>
</ edh: Responsi bl eEntity>
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
i smconpliesWth="USGv USIC
i smresourceEl enent="true"
i sm createbDat e="2012- 05- 29"
ismclassification="U"
i sm owner Pr oducer =" USA" >
<nt k: Access xm ns:ntk="urn:us:gov:ic:ntk"
ismclassification="U"
i sm owner Producer =" USA" >
<nt k: Requi r esAnyf >
<nt k: AccessProfil eList>
<nt k: AccessProfile ismclassification="U" |ismownerProducer="USA">
<nt k: AccessPol i cy>urn: us: gov:ic:aces: ntk: perm ssive</ntk: AccessPol i cy>
<ntk: Profil eDes>urn:us:gov:ic:ntk:profile:grp-ind</ntk:Profil eDes>
<nt k: Vocabul aryType nt k: nane="gr oup: systenmt' ntk: source="system'/ >
<nt k: AccessProfil eVal ue ntk: vocabul ary="gr oup: syst ent >exanpl eVal ue</ nt k: AccessProfil evVal ue>
</ ntk: AccessProfil e>
<nt k: AccessProfile ismclassification="U" ism ownerProducer="USA">
<nt k: AccessPol i cy>urn: us: gov:ic:aces: ntk: perm ssive</nt k: AccessPol i cy>
<ntk: Profil eDes>urn:us:gov:ic:ntk:profile:grp-ind</ntk:Profil eDes>
<nt k: Vocabul aryType nt k: nane="i ndi vi dual : system' ntk: source="systent'/>
<nt k: AccessProfil eVal ue ntk:vocabul ary="i ndi vi dual : syst enf >John Doe</nt k: AccessProfil eVal ue>
</ ntk: AccessProfil e>
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<nt k: AccessProfile ismclassification="U" ism ownerProducer="USA">
<nt k: AccessPol i cy>urn: us: gov:ic:aces: ntk: perm ssive</ntk: AccessPol i cy>
<ntk: Profil eDes>urn:us:gov:ic:ntk:profile:grp-ind</ntk:Profil eDes>
<nt k: Vocabul aryType nt k: nane="i ndi vi dual : systeni' nt k: source="systent'/ >
<nt k: AccessProfil eVal ue ntk:vocabul ary="indi vi dual : syst enf >Jane Doe</ nt k: AccessProfil eVal ue>
</ ntk: AccessProfil e>
</ ntk: AccessProfileList>
</ ntk: Requi r esAnyCOf >
</ ntk: Access>
</ arh: Security>
</ edh: Edh>
</tdf: Handl i ngSt at enent >
</ tdf: Handl i ngAssertion>
<tdf:Assertion tdf:scope="TDC'>
<tdf:StringStatenent>l am an exanpl e assertion about this TDC</tdf: StringStatenent>
</tdf:Assertion>
<Tr ust edDat aCbj ect >
<t df : Handl i ngAssertion tdf:scope="TDO" >
<t df : Handl i ngSt at enent >
<edh: Edh xm ns: edh="urn: us: gov:ic: edh"
xm ns: usagency="urn: us: gov:ic: usagency"
xm ns:icid="urn:us:gov:ic:id"
i sm | SMCATCESVer si on="202211"
usagency: CESVer si on="202207"
i cid: DESVer si on="202111">
<icid:ldentifier>guide://999002/ EdhExanpl e003</ici d: |l dentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 29T09: 00: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh: rol e="Cust odi an">
<edh: Count r y>USA</ edh: Count ry>
<edh: Or gani zat i on>USA. NRO</ edh: Or gani zat i on>
</ edh: Responsi bl eEntity>
<arh: Security xnm ns:arh="urn:us:gov:ic:arh"
i smconpliesWth="USGv USIC
i smresourceEl enent ="true"
i smcreatebDat e="2012- 05- 29"
ismclassification="U
i sm owner Producer =" USA" >
<nt k: Access xmnl ns: nt k="urn:us:gov:ic:ntk"
ismclassification="U
i sm owner Pr oducer =" USA" >
<nt k: Requi r esAnyCf >
<nt k: AccessProfil eList>
<nt k: AccessProfile ismclassification="U" ism ownerProducer="USA">
<nt k: AccessPol i cy>urn: us: gov:ic:aces: ntk: perm ssive</ntk: AccessPol i cy>
<nt k: Profil eDes>urn:us:gov:ic:ntk:profile:grp-ind</ntk:ProfileDes>
<nt k: Vocabul aryType nt k: nane="gr oup: systent ntk:source="systent/>
<nt k: AccessProfil eVal ue ntk:vocabul ary="group: syst em' >exanpl eVal ue</ nt k: AccessProfil eVal ue>
</ ntk: AccessProfile>
<nt k: AccessProfile ismclassification="U" ism ownerProducer="USA">
<nt k: AccessPol i cy>urn: us: gov:ic: aces: ntk: perm ssive</nt k: AccessPol i cy>
<nt k: Profil eDes>urn:us:gov:ic:ntk:profile:grp-ind</ntk:ProfileDes>
<nt k: Vocabul aryType nt k: nane="i ndi vi dual : system' ntk: source="system'/>
<nt k: AccessProfil eVal ue ntk:vocabul ary="i ndi vi dual : syst enf >John Doe</ntk: AccessProfil eVal ue>
</ ntk: AccessProfil e>
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<nt k: AccessProfile ismclassification="U" ism ownerProducer="USA">
<nt k: AccessPol i cy>urn: us: gov:ic:aces: ntk: perm ssive</ntk: AccessPol i cy>
<nt k: Profil eDes>urn:us:gov:ic:ntk:profile:grp-ind</ntk:ProfileDes>
<nt k: Vocabul aryType nt k: nanme="i ndi vi dual : systeni ntk:source="systent'/>
<nt k: AccessProfil eVal ue ntk:vocabul ary="indi vi dual : syst enf >Jane Doe</ nt k: AccessProfil eVal ue>
</ ntk: AccessProfil e>
</ ntk: AccessProfil eLi st>
</ ntk: Requi r esAnyCf >
</ ntk: Access>
</ arh: Security>
</ edh: Edh>
</tdf: Handl i ngSt at enent >
</ tdf: Handl i ngAssertion>
<t df : Handl i ngAssertion tdf:scope="PAYL">
<t df : Handl i ngSt at enent >
<edh: Edh xm ns: edh="urn: us: gov:ic: edh"
xm ns: usagency="urn: us: gov:ic:usagency"
xmns:icid="urn:us:gov:ic:id"
i sm | SMCATCESVer si on="202211"
usagency: CESVer si on="202207"
i cid: DESVersion="202111">
<icid:ldentifier>guide://999002/ EdhExanpl e004</i ci d: I dentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 29T09: 00: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh: rol e="Cust odi an">
<edh: Count r y>USA</ edh: Count ry>
<edh: Or gani zat i on>USA. DNI </ edh: Or gani zati on>
</ edh: Responsi bl eEntity>
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
i smresourceEl enent ="true"
i smcreatebat e="2012- 05- 29"
ismclassification="U
i sm owner Producer =" USA"
i smconpliesWth="USGv USIC'>
<nt k: Access xm ns: ntk="urn: us:gov:ic:ntk"
ismclassification="U"
i sm owner Producer =" USA" >
<nt k: Requi r esAnyCf >
<nt k: AccessProfil eList>
<ntk: AccessProfile ismclassification="U" ismownerProducer="USA">
<nt k: AccessPol i cy>urn: us: gov:ic:aces: ntk: perm ssive</ntk: AccessPolicy>
<nt k: Profil eDes>urn:us:gov:ic:ntk:profile:grp-ind</ntk:ProfileDes>
<nt k: Vocabul aryType nt k: nane="i ndi vi dual : systenm' ntk:source="systen/>
<nt k: AccessProfil eVal ue ntk:vocabul ary="i ndi vi dual : syst enf >John Doe</ nt k: AccessProfil eVal ue>
</ ntk: AccessProfil e>
</ ntk: AccessProfil eLi st>
</ ntk: Requi r esAnyCf >
</ ntk: Access>
</ arh: Security>
</ edh: Edh>
</tdf: Handl i ngSt at enent >
</ tdf: Handl i ngAssertion>
<tdf:StringPayl oad>l am an exanpl e payl oad</tdf: StringPayl oad>
</ Trust edDat alhj ect >
<Tr ust edDat aObj ect >
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<t df : Handl i ngAssertion tdf:scope="TDO" >
<t df : Handl i ngSt at enent >
<edh: Edh xml ns: edh="urn: us: gov:ic: edh"

xm ns: usagency="urn: us: gov:ic:usagency"

xm ns:icid="urn:us:gov:ic:id"

i sm | SMCATCESVer si on="202211"

usagency: CESVer si on="202207"

i ci d: DESVer si on="202111">
<icid:ldentifier>guide://999990/ TdoExanpl e2</icid: | dentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 29T09: 00: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh: rol e="Cust odi an" >

<edh: Count r y>USA</ edh: Count ry>

<edh: Or gani zati on>USA. DI A</ edh: Or gani zati on>
</ edh: Responsi bl eEnti ty>
<arh: Security xnm ns:arh="urn:us:gov:ic:arh"

i smconpliesWth="USGv USIC

i smresourceEl enent="true"

i smcreatebDat e="2012- 05- 29"

ismclassification="U

i sm owner Pr oducer =" USA"/ >

</ edh: Edh>
</ tdf: Handl i ngSt at enent >
</ tdf: Handl i ngAssertion>
<t df : Handl i ngAssertion tdf:scope="PAYL">
<t df : Handl i ngSt at ement >
<edh: Ext ernal Edh xml ns: edh="urn: us: gov:i c: edh"

xm ns: usagency="urn: us: gov:i c: usagency"

xmns:icid="urn:us:gov:ic:id"

i sm | SMCATCESVer si on="202211"

usagency: CESVer si on="202207"

i ci d: DESVer si on="202111">
<icid:ldentifier>guide://999990/ EdhExanpl e2</icid: |dentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 29T09: 00: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh: rol e="Cust odi an" >

<edh: Count r y>USA</ edh: Count ry>
<edh: Or gani zat i on>USA. DI A</ edh: Or gani zati on>

</ edh: Responsi bl eEntity>

<ar h: External Security xm ns:arh="urn:us:gov:ic:arh"
i smconpliesWth="USGv USIC
i smresourceEl enent="true"
i smcreatebDat e="2012- 05- 29"
ismclassification="8"
i sm owner Producer =" USA"
i sm decl assDat e="2035- 10- 10"
i smderivedFrom="nul tiple sources"”
ismderivativel yCl assifiedBy="1.4(c)"
i sm excl udeFronRol | up="true"
i smdi ssem nati onControl s="RELI DO'/ >

</ edh: Ext er nal Edh>
</tdf: Handl i ngSt at enent >
</ tdf: Handl i ngAssertion>
<tdf:Assertion tdf:scope="PAYL" >
<tdf:StringStatenent>l am assertion about the payload. This payload is just an exanple to show usage of the |IC TDF
schema</tdf: StringSt at enent >
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</tdf:Assertion>
<t df : Ref erenceVal uePayl oad tdf:uri="http://exanpl e/ referencel/ payl oad"/>
</ Tr ust edDat aObj ect >
</ Trust edDat aCol | ecti on>
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2.8 - IC-TDF-minimal-case.xml

<?xm -nodel href="../../Schematron/| C EDH | C-EDH XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/1CGI1D|C 1D XM. sch"
t ype="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/1SM|SM XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/

schematron" ?><?xm - model href="../../Schematron/ USAgency/ USAgency XM..sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/|C
TDF/ | C- TDF_XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/ BASE- TDF/ BASE- TDF_XM.. sch" type="application/xm"
schemat ypens="http://purl.oclc.org/dsdl/schematron"?><!-- Distro Statenment: Distribution Notice:
Thi s docunent has been approved for Public Release and is available for use without restriction.
--><l-- Al classification marks in this exanple are
for illustrative purposes only, there are no

actual classified data contained in this exanple --><TrustedDataObject xm ns="urn:us:gov:ic:tdf"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance"
xm ns:tdf ="urn:us:gov:ic:tdf"
xsi:schemalLocati on="urn:us:gov:ic:tdf ../../Schema/|C TDF/ | C TDF. xsd"
tdf:versi on="202111-1C TDF. 202111" >

<t df : Handl i ngAssertion tdf:scope="TDO >
<t df : Handl i ngSt at enent >
<edh: Edh xnml ns: edh="urn: us: gov:ic: edh"

xm ns: usagency="urn: us: gov:ic: usagency"

xm ns:icid="urn:us:gov:ic:id"

usagency: CESVer si on="202207"

i ci d: DESVer si on="202111"

edh: DESVer si on="201903"

i sm DESVer si on="202111. 202211"

i sm | SMCATCESVer si on="202211" >
<icid:ldentifier>guide://999001/ EdhExanpl e</icid:|ldentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 29T09: 00: 00Z</ edh: Dat al t enCCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh: rol e="Cust odi an">

<edh: Count r y>USA</ edh: Count ry>
<edh: Or gani zat i on>USA. DI A</ edh: Or gani zati on>
</ edh: Responsi bl eEntity>
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
i smconpliesWth="CherAuthority"
i smresourceEl enent="true"
i sm createbDat e="2012- 05- 29"
ismclassification="U"
i sm owner Producer =" ABW / >
</ edh: Edh>
</tdf: Handl i ngSt at enent >
</ tdf:Handl i ngAssertion>
<t df : Handl i ngAssertion tdf:scope="PAYL" >
<t df : Handl i ngSt at enent >
<edh: Edh xm ns: edh="urn: us:gov:ic:edh"

xm ns: usagency="urn: us: gov:ic: usagency"

xm ns:icid="urn:us:gov:ic:id"

usagency: CESVer si on="202207"

i ci d: DESVer si on="202111"

edh: DESVer si on="201903"

i sm DESVer si on="202111. 202211"

i sm | SMCATCESVer si on="202211" >
<icid:ldentifier>guide://999001/ EdhExanpl e</icid:|dentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 29T09: 00: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh: rol e="Cust odi an" >

<edh: Count r y>USA</ edh: Count ry>
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<edh: Or gani zati on>USA. DI A</ edh: Or gani zati on>
</ edh: Responsi bl eEntity>
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
i smconpliesWth="C herAuthority"
i smresourceEl enent="true"
i smcreat ebat e="2012- 05- 29"
ismclassification="U"
i sm owner Producer =" ABW / >
</ edh: Edh>
</ tdf: Handl i ngSt at ement >
</ tdf:Handl i ngAssertion>
<tdf: StringPayl oad>l am an exanpl e payload of a string within</tdf:StringPayl oad>
</ Trust edDat aCbj ect >
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2.9 - IC-TDF-multiple-bindings.xml

<?xm -nodel href="../../Schematron/| C EDH | C-EDH XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/I1CGI1D|C 1D XM. sch"
t ype="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xn -nodel href="../../Schematron/1SM|SM XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/

schematron" ?><?xm - model href="../../Schematron/ USAgency/ USAgency XM..sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/|C
TDF/ | C- TDF_XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/ BASE- TDF/ BASE- TDF_XM.. sch" type="application/xm"
schemat ypens="http://purl.oclc.org/dsdl/schematron"?><!-- Distro Statenment: Distribution Notice:
Thi s docunent has been approved for Public Release and is available for use without restriction.
--><l-- Al classification marks in this exanple are
for illustrative purposes only, there are no

actual classified data contained in this exanple --><TrustedDataObject xml ns="urn:us:gov:ic:tdf"
xm ns:tdf ="urn:us:gov:ic:tdf"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"
tdf:version="202111-1C TDF. 202111"
xsi:schemalocation="urn:us:gov:ic:tdf ../../Schema/|C TDF/ | C TDF. xsd" >
<t df : Handl i ngAssertion tdf:id="handlingAssertionl" tdf:scope="TDO >
<t df : Handl i ngSt at enent >
<edh: Edh xnml ns: edh="urn: us: gov:ic: edh"
xm ns: usagency="urn: us: gov:ic: usagency"
xm ns:icid="urn:us:gov:ic:id"
i sm | SMCATCESVer si on="202211"
usagency: CESVer si on="202207"
i ci d: DESVer si on="202111"
edh: DESVer si on="201903" >
<icid:ldentifier>guide://999999/ uuid</icid:ldentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 06- 20T00: 00: 00Z</ edh: Dat al t enCr eat eDat eTi me>
<edh: Responsi bl eEntity edh: rol e="Cust odi an" >
<edh: Count r y>USA</ edh: Count r y>
<edh: Or gani zat i on>USA. DEA</ edh: Or gani zat i on>
</ edh: Responsi bl eEntity>
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
i smconpliesWth="USGov USIC'
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
ismclassification="U
i smcreat ebat e="2012- 06- 26"
i sm owner Producer =" USA"
i smresourceEl enent="true"/>
</ edh: Edh>
</ tdf: Handl i ngSt at ement >
<t df : Bi ndi ng>
<tdf:Signer tdf:subject="firstPersonDN' tdf:issuer="C=US"/>
<tdf: Si gnatureVal ue tdf:normalizati onMet hod="Nor mal i zati on Met hod"
tdf : i ncl udesSt at enent Met adat a="t rue"
tdf:signatureAl gorithne" SHA256w t hECDSA" >RXhwZWNOZWQgU3RyaWsnl FZhbHVI </ t df : Si gnat ur eVal ue>
</tdf: Bi ndi ng>
<t df : Bi ndi ng>
<tdf:Signer tdf:subject="secondPersonDN' tdf:issuer="C=US"/>
<tdf: Si gnatureVal ue tdf:normalizati onMet hod="Normalization Method"
tdf : i ncl udesSt at ement Met adat a="tr ue"
tdf:signatureAl gorithn=" SHA256w t hECDSA" >RXhwZWNOZWQU3RyaWsnl FZhbHVI </ t df : Si gnat ur eVal ue>
</ tdf: Bi ndi ng>
</ tdf:Handl i ngAssertion>
<t df : Handl i ngAssertion tdf:id="handlingAssertion2" tdf:scope="PAYL">
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<t df : Handl i ngSt at ement >
<edh: Edh xnl ns: edh="urn: us: gov:ic: edh"
xm ns: usagency="urn: us: gov:ic: usagency"
xmns:icid="urn:us:gov:ic:id"
i sm | SMCATCESVer si on="202211"
usagency: CESVer si on="202207"
i ci d: DESVer si on="202111"
edh: DESVer si on="201903" >
<icid:ldentifier>guide://999999/uuid</icid:Identifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 06- 20T00: 00: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh: rol e="Cust odi an" >
<edh: Count r y>USA</ edh: Count ry>
<edh: Or gani zat i on>USA. DEA</ edh: Or gani zat i on>
</ edh: Responsi bl eEntity>
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
i smconpliesWth="USGov USIC'
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211"
ismclassification="U"
i smcreat ebat e="2012- 06- 26"
i sm owner Producer =" USA"
i smresourceEl enent="true"/>
</ edh: Edh>
</tdf: Handl i ngSt at enent >
<t df : Bi ndi ng>
<tdf:Signer tdf:subject="firstPersonDN' tdf:issuer="C=US"/>
<tdf: Si gnatureVal ue tdf:normalizati onMet hod="Nor mal i zati on Met hod"
tdf : i ncl udesSt at enent Met adat a="f al se"
tdf:signatureAl gorithne" SHA256w t hECDSA" >RXhwZWNOZWQgU3RyaWsnl FZhbHVI </ t df : Si gnat ur eVal ue>
</ tdf: Bi ndi ng>
<t df : Bi ndi ng>
<tdf:Signer tdf:subject="secondPersonDN' tdf:issuer="C=US"/>
<tdf: Si gnatureVal ue tdf:normalizati onMet hod="Normalization Method"
tdf ;i ncl udesSt at ement Met adat a="f al se"
tdf:signatureAl gorithn=" SHA256w t hECDSA" >RXhwZWNOZWQgU3RyaWsnl FZhbHVI </ t df : Si gnat ur eVal ue>
</ tdf: Bi ndi ng>
</ tdf: Handl i ngAssertion>
<tdf:Assertion tdf:id="assertionl" tdf:scope="TDO' >
<tdf:StringStatenent tdf:isEncrypted="false">This is the first assertion</tdf: StringStatenent>
</tdf:Assertion>
<tdf:Assertion tdf:id="assertion2" tdf:scope="TDO' >
<t df : Base64Bi narySt at ement tdf:isEncrypted="fal se">VGpcyBpcyBhl GpbnFyeSBzdGF0ZWL| bnQ=</t df : Base64Bi nar ySt at enent >
</tdf:Assertion>
<tdf:StringPayl oad tdf:filename="myText.txt" tdf:id="org.java" tdf:isEncrypted="false">This is a text docunent</tdf:StringPayl oad>
</ Trust edDat aCbj ect >
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2.10 - IC-TDF-object.xml

<?xm -nodel href="../../Schematron/| C EDH | C-EDH XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/I1CGI1D|C 1D XM. sch"
t ype="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xn -nodel href="../../Schematron/1SM|SM XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/

schematron" ?><?xm - model href="../../Schematron/ USAgency/ USAgency XM..sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/|C
TDF/ | C- TDF_XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/ BASE- TDF/ BASE- TDF_XM.. sch" type="application/xm"
schemat ypens="http://purl.oclc.org/dsdl/schematron"?><!-- Distro Statenment: Distribution Notice:
Thi s docunent has been approved for Public Release and is available for use without restriction.
--><l-- Al classification marks in this exanple are
for illustrative purposes only, there are no

actual classified data contained in this exanple --><TrustedDataObject xml ns="urn:us:gov:ic:tdf"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xm ns:tdf ="urn:us:gov:ic:tdf"
xsi:schemalLocati on="urn:us:gov:ic:tdf ../../Schema/|C TDF/ | C TDF. xsd"
tdf:version="202111-1C TDF. 202111" >

<t df : Handl i ngAssertion tdf:scope="TDO >
<t df : Handl i ngSt at enent >
<edh: Edh xnml ns: edh="urn: us: gov:ic: edh"

xm ns: usagency="urn: us: gov:ic: usagency"

xm ns:icid="urn:us:gov:ic:id"

usagency: CESVer si on="202207"

i ci d: DESVer si on="202111"

edh: DESVer si on="201903"

i sm DESVer si on="202111. 202211"

i sm | SMCATCESVer si on="202211" >
<icid:ldentifier>guide://999001/ EdhExanpl el</icid:|dentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 29T09: 00: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh:rol e="Cust odi an">

<edh: Count r y>USA</ edh: Count ry>
<edh: Or gani zat i on>USA. DI A</ edh: Or gani zati on>
</ edh: Responsi bl eEntity>
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
i smconpliesWth="USGv USIC
i smresourceEl enent="true"
i sm createbDat e="2012- 05- 29"
ismclassification="U"
i sm owner Producer =" USA"/ >
</ edh: Edh>
</tdf: Handl i ngSt at enent >
</ tdf:Handl i ngAssertion>
<t df : Handl i ngAsserti on tdf:scope="PAYL" >
<t df : Handl i ngSt at ement >
<edh: Edh xm ns: edh="urn: us:gov:ic:edh"

xm ns: usagency="urn: us: gov:ic: usagency"

xmns:icid="urn:us:gov:ic:id"

usagency: CESVer si on="202207"

i ci d: DESVer si on="202111"

edh: DESVer si on="201903"

i sm DESVer si on="202111. 202211"

i sm | SMCATCESVer si on="202211">
<icid:ldentifier>guide://999001/ EdhExanpl e2</icid:|dentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 29T09: 00: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh:rol e="Cust odi an" >

<edh: Count r y>USA</ edh: Count ry>
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<edh: Or gani zati on>USA. DI A</ edh: Or gani zati on>
</ edh: Responsi bl eEntity>
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
i smconpliesWth="USGov USIC'
i smresourceEl enent ="true"
i smcreat ebat e="2012- 05- 29"
ismclassification="U"
i sm owner Producer =" USA"/ >
</ edh: Edh>
</ tdf: Handl i ngSt at ement >
</ tdf:Handl i ngAssertion>
<tdf:Assertion tdf:scope="PAYL">
<tdf:StringStatenent> am assertion about the payload. This payload is just an exanple to show usage of the |IC TDF
schema</tdf: StringSt at enent >
</tdf:Assertion>
<tdf: StringPayl oad>l am an exanpl e payl oad of a string w thin</tdf:StringPayl oad>
</ Trust edDat aChj ect >
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2.11 - IC-TDF-payload.xml

<?xm -nodel href="../../Schematron/| C EDH | C-EDH XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/I1CGI1D|C 1D XM. sch"
t ype="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xn -nodel href="../../Schematron/1SM|SM XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/

schematron" ?><?xm - model href="../../Schematron/ USAgency/ USAgency XM..sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/1C
TDF/ | C- TDF_XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/ BASE- TDF/ BASE- TDF_XM.. sch" type="application/xm"
schemat ypens="http://purl.oclc.org/dsdl/schematron"?><!-- Distro Statenment: Distribution Notice:
Thi s docunent has been approved for Public Release and is available for use without restriction.
--><l-- Al classification marks in this exanple are
for illustrative purposes only, there are no

actual classified data contained in this exanple --><TrustedDataCol | ection xm ns="urn:us:gov:ic:tdf"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance"
xm ns:tdf ="urn:us:gov:ic:tdf"
xsi:schemalLocati on="urn:us:gov:ic:tdf ../../Schema/|C- TDF/ | C TDF. xsd"
tdf:version="202111-1C TDF. 202111" >
<t df : Handl i ngAssertion tdf:scope="TDC">
<t df : Handl i ngSt at enent >
<edh: Edh xnml ns: edh="urn: us: gov:ic: edh"
xm ns: usagency="urn: us: gov:ic: usagency"
xm ns:icid="urn:us:gov:ic:id"
usagency: CESVer si on="202207"
i ci d: DESVer si on="202111"
edh: DESVer si on="201903"
i sm DESVer si on="202111. 202211"
i sm | SMCATCESVer si on="202211" >
<icid:ldentifier>guide://999004/ EdhExanpl e001</ici d:|dentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 29T09: 00: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh: rol e="Cust odi an">
<edh: Count r y>USA</ edh: Count ry>
<edh: Or gani zat i on>USA. DNI </ edh: Or gani zati on>
</ edh: Responsi bl eEntity>
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
i smconpliesWth="USGv USIC
i smresourceEl enent="true"
i sm createbDat e="2012- 05- 29"
ismclassification="U"
i sm owner Producer =" USA"/ >
</ edh: Edh>
</tdf: Handl i ngSt at enent >
</ tdf:Handl i ngAssertion>
<tdf:Assertion tdf:scope="TDC'>
<tdf:StringStatenment> am an exanple assertion about this TDC</tdf: StringStatenent >
</tdf:Assertion>
<Tr ust edDat aCbj ect >
<t df : Handl i ngAssertion tdf:scope="TDO >
<t df : Handl i ngSt at enent >
<edh: Edh xm ns: edh="urn: us: gov:i c: edh"
xm ns: usagency="urn: us: gov:ic:usagency"
xm ns:icid="urn:us:gov:ic:id"
i sm | SMCATCESVer si on="202211"
usagency: CESVer si on="202207"
i ci d: DESVer si on="202111">
<icid:ldentifier>guide://999004/ EdhExanpl e003</ici d:|dentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 29T09: 00: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
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<edh: Responsi bl eEntity edh:rol e="Cust odi an">
<edh: Count r y>USA</ edh: Count ry>
<edh: Organi zat i on>USA. DNI </ edh: Or gani zat i on>
</ edh: Responsi bl eEntity>
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
i smconpliesWth="USGv USIC
i smresourceEl enent="true"
i smcreat ebat e="2012- 05- 29"
ismclassification="U"
i sm owner Producer =" USA"/ >
</ edh: Edh>
</tdf: Handl i ngSt at enent >
</ tdf: Handl i ngAssertion>
<t df : Handl i ngAssertion tdf:scope="PAYL">
<t df : Handl i ngSt at enent >
<edh: Edh xm ns: edh="urn: us: gov:ic: edh"

xm ns: usagency="urn: us: gov:ic:usagency"

xmns:icid="urn:us:gov:ic:id"

i sm | SMCATCESVer si on="202211"

usagency: CESVer si on="202207"

i cid: DESVersion="202111">
<icid:ldentifier>guide://999004/ EdhExanpl e004</ici d: I dentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 29T09: 00: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh: rol e="Cust odi an">

<edh: Count r y>USA</ edh: Count ry>
<edh: Or gani zat i on>USA. DNI </ edh: Or gani zati on>
</ edh: Responsi bl eEntity>
<arh: Security xm ns:arh="urn:us:gov:ic:arh"
i smresourceEl enent="true"
i smcreatebDat e="2012- 05- 29"
ismclassification="U
i sm owner Producer =" USA"
i smconpliesWth="USGv USIC'/>
</ edh: Edh>
</tdf: Handl i ngSt at enent >
</tdf: Handl i ngAsserti on>
<tdf: StructuredPayl oad>
<smpl : sanpl ePayl oad xnl ns: snpl =" exanpl eSt ruct ur edPayl oad"
xsi:schemalocat i on="exanpl eSt ruct ur edPayl oad sanpl eSt ruct ur ed. xsd"
snpl : sanpl eAttri but e="exanpl eAttribute text">
<snpl : sonel nformati on>l aminformation within a structured payl oad</snpl : sonel nf or mati on>
<snpl : norel nformati on snpl: sanpl eAttribute2="attribute">
<smpl :informationEl emrent >More information within a payl oad</snpl:infornmationEl enment >
<snpl :informationEl enent >More informati on within a payl oad</snpl:informationEl enent >
</ snpl : nor el nf or mati on>
</ snpl : sanpl ePayl oad>
</tdf: StructuredPayl oad>
</ Trust edDat alhj ect >
<Tr ust edDat aObj ect >
<t df : Handl i ngAssertion tdf:scope="TDO' >
<t df : Handl i ngSt at ement >
<edh: Edh xm ns: edh="urn: us: gov:ic: edh"

xm ns: usagency="urn: us: gov:ic:usagency"

xmns:icid="urn:us:gov:ic:id"
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i sm | SMCATCESVer si on="202211"

usagency: CESVer si on="202207"

i ci d: DESVersi on="202111">
<icid:ldentifier>guide://999990/ TdoExanpl e2</icid:|ldentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 29T09: 00: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh:rol e="Custodi an">

<edh: Count r y>USA</ edh: Count ry>

<edh: Or gani zati on>USA. DI A</ edh: Or gani zati on>
</ edh: Responsi bl eEnti ty>
<arh: Security xmns:arh="urn:us:gov:ic:arh"

i smconpliesWth="USGv USIC

i smresourceEl enent ="true"

i smcreat ebat e="2012- 05- 29"

ismclassification="U

i sm owner Producer =" USA"/ >

</ edh: Edh>
</ tdf: Handl i ngSt at enent >
</ tdf: Handl i ngAssertion>
<t df : Handl i ngAssertion tdf:scope="PAYL">
<t df : Handl i ngSt at ement >
<edh: Ext ernal Edh xml ns: edh="urn: us: gov:i c: edh"

xm ns: usagency="urn: us: gov:i c: usagency"

xmns:icid="urn:us:gov:ic:id"

i sm | SMCATCESVer si on="202211"

usagency: CESVer si on="202207"

i ci d: DESVer si on="202111">
<icid:ldentifier>guide://999990/ EdhExanpl e2</icid: | dentifier>
<edh: Dat al t enCr eat eDat eTi ne>2012- 05- 29T09: 00: 00Z</ edh: Dat al t enCr eat eDat eTi ne>
<edh: Responsi bl eEntity edh: rol e="Cust odi an">

<edh: Count r y>USA</ edh: Count ry>
<edh: Or gani zat i on>USA. DI A</ edh: Or gani zati on>
</ edh: Responsi bl eEntity>
<ar h: External Security xm ns:arh="urn:us:gov:ic:arh"
i smconpliesWth="USGv USIC
i smresourceEl enent="true"
i smcreatebDat e="2012- 05- 29"
ismclassification="8"
i sm owner Producer =" USA"
i sm decl assDat e="2035- 10- 10"
i smderivedFron="mul tiple sources”
i smderivativel yd assifiedBy="1.4(c)"
i sm excl udeFr onRol | up="true"
i smdi ssem nati onControl s="RELI DO'/ >
</ edh: Ext er nal Edh>
</tdf: Handl i ngSt at enent >
</ tdf:Handl i ngAssertion>
<tdf:Assertion tdf:scope="PAYL" >
<tdf:StringStatenent>l am assertion about the payload. This payload is just an exanple to show usage of the |IC TDF
schema</tdf: StringSt at enent >
</tdf:Assertion>
<t df : Ref erenceVal uePayl oad tdf:uri="http://exanpl e/ referencel/ payl oad"/ >
</ Trust edDat a(hj ect >
</ Trust edDat aCol | ecti on>
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