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Chapter 1 - Introduction

1.1 - Purpose

This is an informative supplement for ISMCAT. This guide is generated from the ISMCAT Schemas and provides a consolidated reference for the schemas of this specification.

This document has been approved for Public Release by the Office of the Director of National Intelligence. See Distribution Notice for details.



ISMCAT Schema Guide December 1, 2022

Chapter 2 - Schema Files

2.1 - SchemaGuideSchema.xsd

<xsd: schema xml ns: xsd="http://ww.w3. or g/ 2001/ XM_Schema"
xm ns: xhtm ="http://ww. w3. or g/ 1999/ xht ml - St opBr owser Renderi ng"
attributeFornDefaul t="qualified"
i sm DESVer si on="202111"
i smcreateDat e="2011- 09- 19"
i smresourceEl ement ="t rue"
ismclassification="U
i sm | SMCATCESVer si on="202205"
i smconpliesWth="USGv USIC
i sm owner Producer =" USA"
version="202211"
el enent For nDef aul t =" qual i fi ed"”
target Namespace="ur n: schema: gui de: schema: i sntat "
xm : | ang="en" >
<xsd: annot ati on>
<xsd: docunent at i on>
<xhtm :hl i smowner Producer="USA" | smclassification="U>Intelligence Community
Technical Specification CVE Encoding Specification for ISM Country Codes and Tetragraphs (ISMCAT.CES)
SchemaGuide</ xht m : h1>
</ xsd: docunent ati on>

<xsd: docunent ati on>
<xhtm : h2 i sm owner Producer="USA" ism cl assification="U" >Notices</xhtm : h2>
<xhtm :p i smownerProducer ="USA" Ismclassification="U"> Distribution Notice:
This document has been approved for Public Release and is available for use without restriction.

</ xhtm : p>
</ xsd: docunent at i on>
<xsd: docunent ati on>
<xhtm : h2 i sm owner Producer ="USA" ism cl assification="U" >Description</xhtm : h2>
<xhtm :p i smowner Producer ="USA" |Ismclassification="U> W3C XML Schema used to
facilitate generation of the SchemaGuide for the Data Encoding Specification for
CVE Encoding Specification for ISM Country Codes and Tetragraphs (ISMCAT.CES). </xhtml :p>
</ xsd: docunent at i on>
<xsd: docunent at i on>
<xhtm : h2 i sm owner Producer="USA" ism classification="U>Introduction</xhtnl : h2>
<xhtm :p i smowner Producer ="USA" Ismclassification="U"> This Schema file is only
used to produce the schemaGuide for the CVE Encoding Specification (CES).
Please see the document titled <xhtm :i>
<xhtm :a href="../../Docunments/| SMCAT/ Ces| SMCATXn . pdf " >CVE Encoding Specification
for ISM Country Codes and Tetragraphs</ xhtmn : a>
</xhtm :i> for a complete description of the encoding as well as list of all
components. </xhtnl:p>
<xhtm :p I smownerProducer="USA" Ismclassification="U">1t is envisioned that this
schema or its components, as well as other parts of the CES may be overridden for
localized implementations. Therefore, permission to use, copy, modify and distribute
this Schema and the other parts of the CES for any purpose is hereby granted in
perpetuity. </xhtml: p>
<xhtm :p 1 smownerProducer="USA" 1smclassification="U >Please reference the preceding
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two paragraphs in all copies or variations. The developers make no representation
about the suitability of the schema or CES for any purpose. It is provided "as is"
without expressed or implied warranty. </xhtni:p>
<xhtm :p i smownerProducer ="USA" Ismclassification="U>1f you modify this Schema
in any way label your schema as a variant of ISMCAT.CES. </xhtnl:p>
<xhtm :p i smownerProducer="USA" ismclassification="U"> Please direct all questions,
bug reports, or suggestions for changes to the points of contact identified in the
document referenced above. </xhtni:p>
</ xsd: docunent at i on>
<xsd: docunent ati on>
<xhtm :h2 i smowner Producer="USA" i smclassification="U">Implementation Notes</ xhtnl:h2>
<xhtm :p I smownerProducer="USA" |smclassification="U">ISMCAT.CES is a collection of 6
CVEs</ xhtm : p>

<xhtm :ul >
<xhtm :1i ismownerProducer="USA" ismclassification="U">
<xhtm :a href="CVEnum SMCATFG Open_xsd_Si npl e_Type_i sntat f gi o_CVEnum SMCATFA Open. ht ml #CVEnunl SMCATFA Open" >CVEnumI SMCATFGI0pen</ xht ml : a>
</xhtm:li>
<xhtm :1i ismownerProducer="USA" ismclassification="U">
<xhtm :a href="CVEnum SMCATFG Prot ect ed_xsd_Si npl e_Type_i sntat f gi p_CVEnunml SMCATFQA Pr ot ect ed. ht ml #CVEnum SMCATFG Pr ot ect ed" >CVEnumI SMCATFGIProtected</ xht nl : a>
</xhtm:li>
<xhtm :li ismownerProducer="USA" ismclassification="U">
<xhtm :a href="CVEnum SMCATOmer Producer _xsd_Si npl e_Type_i sntat ownpr o_CVEnun SMCATOaner Pr oducer . ht ml #CVEnum SMCATOaner Pr oducer " >CVEnumI SMCATOwnerProducer</ xht m : a>
</xhtm:li>
<xhtm :li ism ownerProducer="USA" ismclassification="U">

<xhtm :a href="CVEnum SMCATRel To_xsd_Si npl e_Type_i sntatrelto_CVEnum SMCATRel To. ht ml #CVEnum SMCATRel To" >
CVEnumI SMCATRelTo</ xht ml : a>
</xhtm:li>
<xhtm :1i ism ownerProducer="USA" ismclassification="U">
<xhtm :a href="CVEnum SMCATResponsi bl eEntity xsd_Si npl e_Type_i sntatre_CVEnunm SMCATResponsi bl eEntity. ht M #CVEnun SMCATResponsi bl eEntity" >
CVEnumI SMCATResponsibleEntity</ xht nl : a>
</xhtm:li>
<xhtm :1i ism ownerProducer="USA" ismclassification="U">
<xhtm :a href="CVEnum SMCATTet r agr aph_xsd_Si npl e_Type_i sntattetra_CVEnum SMCATTet r agr aph. ht ml #CVEnum SMCATTet r agr aph" >
CVEnumI SMCATTetragraph</ xht m : a>
</xhtm:li>
</ xhtm :ul >
<xhtm :p i smowner Producer ="USA" I smclassification="U>ISMCAT.CES also contains the Tetragraph Taxonomy schema (Taxonomy.xsd) for
mapping Tetragraphs to their memberships.</ xhtnl : p>
<xhtm :p i smownerProducer="USA" ismclassification="U">An ISMCAT.CES Taxonomy instance is an
instance starting with the Tetragraphs root element:</xhtm : p>
<xhtm : ul >
<xhtm :p i sm owner Producer ="USA" ismclassification="U>A <xhtnl:a href="Tetragraph_xsd_El ement_tetra_Tetragraphs. ht m #Tet r agr aphs" >Tetragraphs</ xht nm : a>
</ xhtm : p>
</ xhtm :ul >
</ xsd: docunent at i on>
<xsd: docunent at i on>
<xhtm : h2 i sm owner Producer ="USA" ism cl assification="U" >Creators</xhtmn : h2>
<xhtm :p i smownerProducer="USA" |smclassification="U >0FFice of the Director of
National Intelligence Community Chief Information Officer</xhtnl : p>
</ xsd: docunent at i on>
</ xsd: annot at i on>
<l-- Inport the schema for each "dependent" spec. This schema is only used to generate a SchemaCui de -->
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<I-- CVEnum SMCATFQ Open -->

<xsd: i nport

<xsd: i nport

<xsd: i nport

<xsd: i nport

<xsd:inport

<xsd: i nport

namespace="urn: us: gov:ic:cvenumisncat: f gi open”
schemalLocat i on="./ CVEGener at ed/ CVEnunml SMCATFA Open. xsd"/ >

<! -- CVEnunl SMCATRel To -->

nanespace="urn: us: gov:ic:cvenumisncat:relto"
schemalLocat i on="./ CVEGener at ed/ CVEnum SMCATRel To. xsd"/ >

<l -- CVEnum SMCATOmner Producer -->

nanmespace="urn: us: gov:i c: cvenum i sntat : owner producer”
schemalLocat i on="./ CVEGener at ed/ CVEnuml SMCATOmer Producer . xsd"/ >

<l -- CVEnunl SMCATFA Protected -->

namespace="urn: us: gov:ic:cvenum i sntat: fgi protect ed"
schemalLocat i on="./ CVEGener at ed/ CVEnunl SMCATFQ Pr ot ect ed. xsd"/ >

<!-- CVEnum SMCATResponsi bl eEntity -->

nanespace="urn: us: gov:i c: cvenumisnctat:responsi bl eentity”
schenmalLocat i on="./ CVEGener at ed/ CVEnuml SMCATResponsi bl eEntity. xsd"/ >

<!-- CVEnum SMCATTet r agr ph -->

nanmespace="urn: us: gov:ic:cvenumisnctat:tetragraph”
schemalLocat i on="./ CVEGener at ed/ CVEnuml SMCATTet r agr aph. xsd"/ >

<xsd:inport namespace="urn:us:gov:ic:taxonony:catt:tetragraph"
schemalLocat i on="Tetragraph. xsd"/ >

</ xsd: schema>
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2.2 - Tetragraph.xsd

<xs:schema xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
xm ns:arh="urn:us:gov:ic:arh"
xm ns: xhtm ="http://ww. w3. or g/ 1999/ xht m - St opBr owser Renderi ng"
xmns:tetra="urn:us:gov:ic:taxonony:catt:tetragraph”
xm ns:tax="urn:us:gov:ic:taxonony: conmon"
xm ns:isncatrelto="urn:us:gov:ic:cvenumisncat:relto”
xm ns:isncatre="urn:us: gov:ic:cvenumisntat:responsi bl eentity"
el ement For nDef aul t =" qual i fi ed"
target Nanespace="urn: us: gov:ic:taxonomny: catt:tetragraph"
i smconpliesWth="USGov USIC'
sm resour ceEl enent ="true"
sm creat eDat e="2019- 09- 18"
sm DESVer si on="202111"
sm | SMCATCESVer si on="202205"
smcl assification="U"'
sm owner Pr oducer =" USA"
version="202211">

<xs:annot ati on>
<xs:docunent ati on>
<xhtm :hl i smownerProducer="USA" |smclassification="U>Intelligence Community Technical
Specification XML Taxonomy Encoding Specification for Countries and Tetragraphs
(CATT.TES) SchemaGuide</xhtmi : hl>
</ xs: docunent ati on>
<xs: docunent ati on>
<xhtm : h2 i sm owner Producer="USA" ism cl assification="U">Notices</xhtm :h2>
<xhtm :p i smowner Producer ="USA" iIsmclassification="U"> Distribution Notice:
This document has been approved for Public Release and is available for use without restriction.
</xhtm : p>
</ xs: docunent ati on>
<xs:docunent ati on>
<xhtm : h2 i sm owner Producer ="USA" ism cl assification="U" >Description</xhtnl:h2>
<xhtm :p i smowner Producer="USA" Ismclassification="U> W3C XML Schema used to facilitate
generation of the SchemaGuide for the XML Taxonomy Encoding Specification for Countries
and Tetragraphs (CATT.TES). </xhtnl:p>
</ xs: docunent ati on>
<xs:docunent ati on>
<xhtm : h2 i sm owner Producer="USA" ism cl assification="U">Introduction</xhtnm : h2>
<xhtm :p i smowner Producer="USA" Ismclassification="U> This XML Schema file is only used
to produce the schemaGuide for the XML CVE Encoding Specification (CES). Please see the
document titled <xhtm :i>
<xhtm :a href="../../Docunents/| SMCAT/ Ces| SMCATXm . pdf ">XML CVE Encoding
Specification for ISM Country Codes and Tetragraphs</ xhtnl : a>
</xhtm :i> for a complete description of the encoding as well as list of all components. </xhtmnl: p>
<xhtm :p I smownerProducer="USA" ismclassification="U"> It Is envisioned that this schema
or its components, as well as other parts of the CES may be overridden for localized
implementations. Therefore, permission to use, copy, modify and distribute this XML
Schema and the other parts of the CES for any purpose is hereby granted in perpetuity. </ xhtm:p>
<xhtm :p i smowner Producer="USA" Ismclassification="U"> Please reference the preceding two
paragraphs in all copies or variations. The developers make no representation about the
suitability of the schema or TES for any purpose. It is provided "as is" without
expressed or implied warranty. </ xhtm :p>
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<xhtm :p i smownerProducer="USA" ismclassification="U"> If you modify this XML Schema in
any way label your schema as a variant of ISMCAT.CES.</xhtm : p>
<xhtm :p i smowner Producer="USA" Ismclassification="U> Please direct all questions, bug

reports, or suggestions for changes to the points of contact identified in the document
referenced above. </ xhtnl:p>
</ xs: docunent ati on>
<xs: docunent ati on>
<xhtm :h2 i smownerProducer="USA" |smclassification="U>Implementation Notes</xhtmn :h2>
<xhtm :p i smowner Producer ="USA" I smclassification="U >An ISMCAT.CES Taxonomy instance is
an instance starting with the Tetragraphs root element:</ xhtm : p>
<xhtm :ul >
<xhtm :p i sm owner Producer ="USA" ismclassification="U>A <xhtnl:a href="Tetragraph_xsd El enent _tetra_ Tetragraphs. ht il #Tet r agr aphs" >Tetragraphs</ xht n : a>
</ xhtm : p>
</ xhtm :ul >
</ xs: docunent ati on>
<xs: docunent ati on>
<xhtm : h2 i sm owner Producer ="USA" ism cl assification="U">Creators</xhtmn : h2>
<xhtm :p i smownerProducer="USA" ismclassification="U">0FfFice of the Director of National
Intelligence Intelligence Community Chief Information Officer</xhtnl : p>
</ xs: docunent ati on>
</ xs:annot ati on>

<xs:inmport nanespace="urn:us:gov:ic:arh" schemalLocation="../1SM | C ARH. xsd"/ >

<xs:inport nanmespace="urn:us:gov:ic:isn schemalLocation="../1SMIC-|SM xsd"/>

<xs:inport nanmespace="urn:us:gov:ic:taxonomny: conmon"
schemalLocati on="../ Taxonony/ Taxonony. xsd"/ >

<XS:inmport nanmespace="urn:us:gov:ic:cvenumisntat:relto"”
schenmalLocat i on="../| SMCAT/ CVEGener at ed/ CVEnum SMCATRel To. xsd"/ >
<Xs:inmport nanespace="urn:us:gov:ic:cvenumisntat:responsibleentity”
schenmalLocati on="../1 SMCAT/ CVEGener at ed/ CVEnunl SMCATResponsi bl eEntity. xsd"/ >

<xs: el ement nanme="Tetragraphs">
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" |smownerProducer="USA">This element holds the list of
Tetragraphs and their mappings.</xhtmni : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:conpl exType>
<Xs:sequence>
<xs: el ement ref="arh: Security"/>
<xs:elenment ref="tax: | RM/>
<xs:elenment ref="tetra: Tetragraph" nmaxCccurs="unbounded" mi nCccurs="1"/>
</ Xs: sequence>
<xs:attribute ref="tetra: TESVersi on" use="required"/>
</ xs: conpl exType>
</ xs: el ement >

<xs: el ement nanme="Tetragraph">
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" | smownerProducer="USA">This element group captures the
countries that are associated with the tetragraph specified.</ xhtnl : p>
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</ xs: docunent ati on>
</ xs:annot ati on>
<xs: conpl exType>
<Xs:sequence>
<xs:elenment ref="tetra: TetraToken"/>
<xs: el ement nane="TetraDescription" type="ism LongStri ngWthSecurityType">
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" 1smownerProducer="USA">The act, process, or
technique of describing the tetragraph. </xhtnl:p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="Notes" type="ism LongStringWthSecurityType" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" i smownerProducer="USA">A brief record, comment
or explanation. </xhtnl:p>
</ xs: docunent ati on>
</ xs:annot at i on>
</ xs: el enent >
<xs:elenment ref="tetra: Menbership"/>
</ xs: sequence>
<xs:attribute name="deconposabl e" use="required" type="tetra: Deconposabl eType">
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" |smownerProducer="USA">Capable of being resolved
into constituent elements. </ xhtnl:p>
</ xs: docunent ati on>
</ xs: annot ati on>
</xs:attribute>
<xs:attribute nane="deprecated" use="optional" type="xs:date">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" ismownerProducer="USA">To mark (a component of a
software standard) as obsolete to warn against its use in the future so that it
may be phased out. </xhtnl:p>
</ xs: docunent ati on>
</ xs: annot at i on>
</xs:attribute>
<xs:attributeGoup ref="ism SecurityAttributesG oup"/>
</ xs: conmpl exType>
</ xs: el enent >

<xs: si npl eType nane="Deconposabl eType" >
<xs:annotati on>
<xs: docunent ati on>
<xhtm :p i smowner Producer ="USA" ismclassification="U> Decomposition is the breaking
down of a tetragraph into its component countries for the purposes of rollup. An
example is decomposing FVEY into the five member countries. This decomposition allows
a portion marked RELEASABLE TO USA, GBR and another portion marked RELEASEABLE TO
USA, FVEY to rollup to RELEASABLE TO USA, GBR. If FVEY was not decomposable the
rollup would have to have been NF. NA is "Not Applicable" and is applied to
deprecated tetragraphs. </ xhtm : p>
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</ xs: docunent ati on>

</ xs: annot at i on>

<xs:restriction base="xs: NMTOKEN' >
<xs:enuneration val ue="Yes"/>
<xs:enuneration val ue="No"/>
<xs:enuneration val ue="NA"/>

</xs:restriction>

</ xs: si npl eType>

<xs: el enrent nane="TetraToken">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" |smownerProducer="USA">The Tetragraph token for which
this grouping relates.</xhtn : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs: conpl exType>
<xs: si nmpl eCont ent >
<xs:extension base="isntatrelto: CVEnum SMCATRel To" >
<xs:attributeGoup ref="ism SecurityAttributesG oup"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: compl exType>
</ xs: el enent >

<xs: el ement nanme="Menber shi p">
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" |smowerProducer="USA">A list of countries that have
membership in or association with the tetragraph.</xhtmnl : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:conpl exType>
<xs: choi ce>
<xs: choi ce nmaxCccur s="unbounded" >
<xs:el ement nmaxCccurs="1" ref="tetra: Country" m nCccurs="1"/>
<xs:el ement nmaxCccurs="1" m nCccurs="1" ref="tetra: Organi zati on"/>
</ xs: choi ce>
<xs: el ement nane="Description" type="ism LongStringWthSecurityType">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" 1smownerProducer="USA">The act, process, or
technique of describing. </ xhtnl:p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el enent nane="Menbershi pSupressed” m nCccurs="1" maxOccurs="1">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" | smownerProducer="USA">A tetragraph whose
membership cannot be separated into its constituent countries for the
purposes of rolling up portion markings into an overall classification
banner for a document or data Ffile.</xhtnl :p>
</ xs: docunent ati on>
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</ xs:annot ati on>
</ xs: el enent >
</ xs: choi ce>
<xs:attribute name="datelLast Verified" use="required" type="xs:date">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" | smownerProducer="USA">The date the tetragraph®s
membership was last checked against the authoritative source. </xhtmi:p>
</ xs: docunent ati on>
</ xs: annot ati on>
</xs:attribute>
<xs:attributeGoup ref="ism SecurityAttributesG oup"/>
</ xs: conpl exType>
</ xs: el enent >
<xs:el ement nanme="Country" type="isntatre: CVEnuml SMCATResponsi bl eEntity">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" | smownerProducer="USA">The country code of a member of
the tetragraph. </xhtmnl :p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement name="0Organi zation" type="isntatrelto: CVEnum SMCATRel To" >
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p ismclassification="U" | smownerProducer="USA">The code for an organization
that is a member of the tetragraph. </xhtm:p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

<xs:attribute nanme="TESVersion">
<xs:annotati on>
<xs: docunent ati on>
<xhtm :p i smownerProducer="USA" ismclassification="U">The version number of the
specification. This attribute is intended for processing systems to determine the
appropriate versions of Schema, Schematron, and CVE values for validation and
interpretation of an instance document. </xhtni :p>
<xhtm :p I smowner Producer ="USA" ismclassification="U>IFf there are multiple of this
attribute specified in an instance document, the First one in document order is the
one that will apply to the entire document. Document order is defined in <xhtml:a href="https://ww. w3. org/ TR/ xpat h- dat anodel / #docunent - or der " >https://www.w3.0rg/TR/xpath-
datamodel/#document-order</ xht nl : a>
</xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs:pattern value="[0-9]{6}(\.[0-9]{6})?(\-.{1,23})?"/>
</xs:restriction>
</ xs: si nmpl eType>
</xs:attribute>

</ xs: schema>
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