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Chapter 1 - CVEnumROLEEnNterpriseRole for ROLE

1.1 - Descriptive information

Description: All currently identified Roles for the Enterprise namespace within the ROLE CES.
Multiplicity: Single-Valued
URN: urn:us:gov:ic:cvenum:role:enterprise:role
Created: 2016-01-06T12:12:11-05:00
Source: IC-CIO
Point of contact:
+ Office IC CIO
+ E-mail: ic-standards-support@odni.gov

1.2 - Permissible Values

The permissible values for this simple type are defined in the Controlled Value Enumeration:
CVEnumROLEEnterpriseRole.xml

Table 1 - CVEnumROLEEnNterpriseRole Values

CVEnumROLEEnNterpriseRole Values

Documentation
ALEP Authorized Law Enforcement Personnel

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See Distribution Notice for details. 1



ROLE-CVEnums December 1, 2022

Chapter 2 - CVEnumROLENamespace for ROLE

2.1 - Descriptive information

Description: All currently identified Namespaces for the ROLE CES.
Multiplicity: Single-Valued
URN: urn:us:gov:ic:cvenum:role:namespace
Created: 2016-01-06T12:13:52-05:00
Source: IC-CIO
Point of contact:
+ Office IC CIO
+ E-mail: ic-standards-support@odni.gov

2.2 - Permissible Values

The permissible values for this simple type are defined in the Controlled Value Enumeration:
CVEnumROLENamespace.xml

Table 2 - CVEnumROLENamespace Values

CVEnumROLENamespace Values

Value Documentation

Cc2s CIA Commercial Cloud Services
ENT Enterprise

Nebula Nebula System

PAAS Platform as a Service
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Chapter 3 - CVEnumROLENebulaNamedRole for ROLE

3.1 - Descriptive information

+ Description: All currently identified NamedRole for the Nebula namespace within the ROLE
CES.
Multiplicity: Single-Valued
URN: urn:us:gov:ic:cvenum:role:nebula:namedrole
Created: 2016-01-06T12:12:11-05:00
Source: IC-CIO
Point of contact:
+ Office IC CIO
+ E-mail: ic-standards-support@odni.gov

3.2 - Permissible Values

The permissible values for this simple type are defined in the Controlled Value Enumeration:
CVEnumROLENebulaNamedRole.xml

Table 3 - CVEnumROLENebulaNamedRole Values
CVEnumROLENebulaNamedRole Values

Value Documentation
Bulk Bulk
Content_Provider Content Provider
Direct Direct

Proxy Proxy
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Chapter 4 - CVEnumROLEC2SScope for ROLE

4.1 - Descriptive information

Description: All currently valid values for C2SScope within the ROLE CES..
Multiplicity: Single-Valued
URN: urn:us:gov:ic:cvenum:role:c2sscope
Created: 2016-01-06T12:15:25-05:00
Source: IC-CIO
Point of contact:
 Office IC CIO
+ E-mail: ic-standards-support@odni.gov

4.2 - Permissible Values

The permissible values for this simple type are defined in the Controlled Value Enumeration:
CVEnumROLEC2SScope.xml

Table 4 - CVEnumROLEC2SScope Values
CVEnumROLEC2SScope Values

Value Documentation
Ent Enterprise Scope for role
Msn Mission Scope for role
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Chapter 5 - CVEnumROLEPAASScope for ROLE

5.1 - Descriptive information

Description: All currently valid values for PAASScope within the ROLE CES.
Multiplicity: Single-Valued
URN: urn:us:gov:ic:cvenum:role:paasscope
Created: 2016-01-06T12:15:25-05:00
Source: IC-CIO
Point of contact:
+ Office IC CIO
+ E-mail: ic-standards-support@odni.gov

5.2 - Permissible Values

The permissible values for this simple type are defined in the Controlled Value Enumeration:
CVEnumROLEPAASScope.xml

Table 5 - CVEnumROLEPAASScope Values
CVEnumROLEPAASScope Values

VEITTE) Documentation
0SO OpenShift Origin
PCF Pivotal Cloud Foundry
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Chapter 6 - CVEnumROLEC2SFunction for ROLE

6.1 - Descriptive information

Description: All currently identified C2SFunctions within the ROLE CES.
Multiplicity: Single-Valued
URN: urn:us:gov:ic:cvenum:role:c2sfunction
Created: 2016-01-06T12:15:52-05:00
Source: IC-CIO
Point of contact:
+ Office IC CIO
 E-mail: ic-standards-support@odni.gov

6.2 - Permissible Values

The permissible values for this simple type are defined in the Controlled Value Enumeration:
CVEnumROLEC2SFunction.xml

Table 6 - CVEnumROLEC2SFunction Patterns
CVEnumROLEC2SFunction Values

Pattern Documentation
[A-Z0-9_]{1,64} Custom Function that can be created by Service Providers

Table 7 - CVEnumROLEC2SFunction Values

CVEnumROLEC2SFunction Values

Value Documentation

CAPMGR Account Data Administrator
NETADMIN Network Administrator
PROVISIONING Provisioning Administrator
READONLY Read Only

S3ONLY S3 Access Only
SVCADMIN Service Administrator
WLDEVELOPER Workload Developer
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Chapter 7 - CVEnumROLEPAASFunction for ROLE

7.1 - Descriptive information

Description: All currently identified PAASFunctions within the ROLE CES.
Multiplicity: Single-Valued
URN: urn:us:gov:ic:cvenum:role:paasfunction
Created: 2016-01-06T12:15:52-05:00
Source: IC-CIO
Point of contact:
+ Office IC CIO
+ E-mail: ic-standards-support@odni.gov

7.2 - Permissible Values

The permissible values for this simple type are defined in the Controlled Value Enumeration:
CVEnumROLEPAASFunction.xml

Table 8 - CVEnumROLEPAASFunction Patterns
CVEnumROLEPAASFunction Values

Pattern Documentation
[A-Z0-9_]{1,64} Custom Function that can be created by Service Providers

Table 9 - CVEnumROLEPAASFunction Values

CVEnumROLEPAASFunction Values

Value Documentation

CAPMGR Account Data Administrator
NETADMIN Network Administrator
PROVISIONING Provisioning Administrator
READONLY Read Only

S3ONLY S3 Access Only
SVCADMIN Service Administrator
WLDEVELOPER Workload Developer
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