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(U) SECTION I: INTRODUCTION 

(U) Purpose of the Document 

(U//FOUO) The Best Practices Guideline for Architectural Radio Frequency (RF) Shielding recommends 

construction practices that would enable secure facilities to achieve adequate levels of RF attenuation to

mitigate electromagnetic emanations. Additionally, this document can be used as a reference for the 

design, build, and renovation of secure facilities to ensure compliance with security policies and

applicable accreditation requirements 

(U//FOUO) The Intelligence Community (IC), U.S. Department of State (USDOS), and other federal

agencies should utilize this document regularly to ensure their facilities are adequately protected from

technical threats by paying considerable attenuation to RF containment and how RF materials are 

integrated into the base building design. Organizations should carefully evaluate each facility to ensure

sufficient shielding is incorporated to achieve adequate attenuation levels to meet requirements of the 

accrediting authorities.

(U) Audience

(U) The readers of the document should be familiar with the design and construction of secure facilities, 

as well as associated physical and technical security guidelines. Readers do not need to have an in-depth 

background in RF containment and RF technologies.

(U/ ) This document is meant for a wide range of personnel involved in the construction and

accreditation of secure facilities 

(U) Scope 

(U// The Best Practices Guideline for Architectural RF Shielding 

by presenting best practices for how architectural 

radio frequency shielding (ARFS) and traditional construction materials can be used to increase RF 

attenuation. Best practices developed from this document can be used for new construction and major 

renovations to improve overall RF attenuation within secure facilities. The construction best practices

found within this document were developed by conducting testing and evaluation on RF materials to

achieve adequate levels of attenuation. Historically, the has conducted testing and validation of 

numerous RF materials that have been incorporated into this guide. Generic designs, specifications, and
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