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      NATIONAL INSIDER THREAT TASK FORCE 
 
 
 
 

 This course introduces and exercises the basic functions of an insider threat program’s centrally managed 
analysis and response capability (referred hereinafter as the “Hub”) to gather, integrate, analyze, and 
respond to potential insider threat information derived from counterintelligence, security, information 
assurance, human resources, law enforcement, and other internal and external sources. This is a practical, 
scenario- based course designed to expose insider threat personnel to realistic events in the day- to-day 
operations of a Hub. The class will include break-out sessions with an assigned instructor/facilitator for 
specialized attention.  

Target Audience: Those currently serving in or supporting an Insider Threat Hub  
 
Method of Instruction: Microsoft Teams  
 
Course Length: 16 hours (two eight-hour days). All times are Eastern Time. 
 
Prerequisites: Attendees must have a foundational knowledge of insider threat hub operations; 
therefore they must have either taken the NITTF Hub Operations course and/or complete the 
following online training from Center for Development of Security Excellence (CDSE). 
 
 Insider Threat Awareness Course INT 101.16 
 Insider Threat Basic Hub Operations INT240.16 
 Insider Threat Mitigation Responses INT210.16 

Although not required, the following CDSE courses are recommended for those aspiring to teach the 
Hub Operations Course. Additional training materials for insider threat practitioners including job aids, 
webinars, videos and other performance support tools are available at the CDSE Insider Threat Toolkit.  

 Establishing an Insider Threat Program for Your Organization INT122.16 
 Developing a Multidisciplinary Insider Threat Capability INT201.16 
 Preserving Investigative and Operational Viability in Insider Threat INT220.16 
 Insider Threat Records Checks INT230.16 
 Insider Threat Basic Hub Operations INT240.16 
 Critical Thinking for Insider Threat Analysts INT250.16 
 Insider Threat Privacy and Civil Liberties INT260.16 
 Maximizing Organizational Trust INT270.16 
 Cyber Insider Threat INT280.16 
 Behavioral Science in Insider Threat INT290.16 
 Continuous Monitoring Course CS200.16 
 Counterintelligence Concerns for National Security Adjudicators CI020.16 
 Unauthorized Disclosure (UD) of Classified Information and Controlled Unclassified 

Information (CUI) IF130.16 
 

Attention Certified-Counter Insider Threat Professionals: these events may count towards 
professional development units! Log into your account or learn more about certification maintenance. 
 
 

INSIDER THREAT HUB OPERATIONS COURSE - 2025 

https://protect2.fireeye.com/v1/url?k=290e02f5-49dd1416-290e9114-002590f4effe-c53020256c525346&q=1&e=01be0f71-a971-4822-9722-b04f88ab2a89&u=https%3A%2F%2Fwww.cdse.edu%2FTraining%2FeLearning%2F
https://protect2.fireeye.com/v1/url?k=7e21925f-1ef284bc-7e2101be-002590f4effe-77f3da576855e888&q=1&e=01be0f71-a971-4822-9722-b04f88ab2a89&u=https%3A%2F%2Fwww.cdse.edu%2FTraining%2FeLearning%2F
https://protect2.fireeye.com/v1/url?k=b7ac3ce6-d77f2a05-b7acaf07-002590f4effe-bd93f28413386eb1&q=1&e=01be0f71-a971-4822-9722-b04f88ab2a89&u=https%3A%2F%2Fwww.cdse.edu%2FTraining%2FeLearning%2F
https://protect2.fireeye.com/v1/url?k=3a586c8c-5a8b7a6f-3a58ff6d-002590f4effe-c2929bf1356ffdb0&q=1&e=01be0f71-a971-4822-9722-b04f88ab2a89&u=https%3A%2F%2Fwww.cdse.edu%2FTraining%2FToolkits%2FInsider-Threat-Toolkit%2F
https://protect2.fireeye.com/v1/url?k=ce7a7518-aea963fb-ce7ae6f9-002590f4effe-151f32544806d200&q=1&e=01be0f71-a971-4822-9722-b04f88ab2a89&u=https%3A%2F%2Fwww.cdse.edu%2FTraining%2FeLearning%2F
https://protect2.fireeye.com/v1/url?k=53b0c57d-3363d39e-53b0569c-002590f4effe-b29ab0b2ea017954&q=1&e=01be0f71-a971-4822-9722-b04f88ab2a89&u=https%3A%2F%2Fwww.cdse.edu%2FTraining%2FeLearning%2F
https://protect2.fireeye.com/v1/url?k=2989da54-495accb7-298949b5-002590f4effe-44d62bb51a0733fd&q=1&e=01be0f71-a971-4822-9722-b04f88ab2a89&u=https%3A%2F%2Fwww.cdse.edu%2FTraining%2FeLearning%2F
https://protect2.fireeye.com/v1/url?k=d85fffbc-b88ce95f-d85f6c5d-002590f4effe-6a6f44a4bb54f109&q=1&e=01be0f71-a971-4822-9722-b04f88ab2a89&u=https%3A%2F%2Fwww.cdse.edu%2FTraining%2FeLearning%2F
https://protect2.fireeye.com/v1/url?k=7e21925f-1ef284bc-7e2101be-002590f4effe-77f3da576855e888&q=1&e=01be0f71-a971-4822-9722-b04f88ab2a89&u=https%3A%2F%2Fwww.cdse.edu%2FTraining%2FeLearning%2F
https://protect2.fireeye.com/v1/url?k=82eeed67-e23dfb84-82ee7e86-002590f4effe-c964f7e672431f40&q=1&e=01be0f71-a971-4822-9722-b04f88ab2a89&u=https%3A%2F%2Fwww.cdse.edu%2FTraining%2FeLearning%2F
https://protect2.fireeye.com/v1/url?k=ce2e143d-aefd02de-ce2e87dc-002590f4effe-8d52387a72be34af&q=1&e=01be0f71-a971-4822-9722-b04f88ab2a89&u=https%3A%2F%2Fwww.cdse.edu%2FTraining%2FeLearning%2F
https://protect2.fireeye.com/v1/url?k=71f71ea6-11240845-71f78d47-002590f4effe-bf2714b86937c60f&q=1&e=01be0f71-a971-4822-9722-b04f88ab2a89&u=https%3A%2F%2Fwww.cdse.edu%2FTraining%2FeLearning%2F
https://protect2.fireeye.com/v1/url?k=cfafdcb2-af7cca51-cfaf4f53-002590f4effe-17f8af28197d79cf&q=1&e=01be0f71-a971-4822-9722-b04f88ab2a89&u=https%3A%2F%2Fwww.cdse.edu%2FTraining%2FeLearning%2F
https://protect2.fireeye.com/v1/url?k=e5b65490-85654273-e5b6c771-002590f4effe-703435ba74fd54f0&q=1&e=01be0f71-a971-4822-9722-b04f88ab2a89&u=https%3A%2F%2Fwww.cdse.edu%2FTraining%2FeLearning%2F
https://protect2.fireeye.com/v1/url?k=1c5a3180-7c892763-1c5aa261-002590f4effe-a45c5865c10ee0bd&q=1&e=01be0f71-a971-4822-9722-b04f88ab2a89&u=https%3A%2F%2Fwww.cdse.edu%2FTraining%2FeLearning%2F
https://protect2.fireeye.com/v1/url?k=ae3e0f7d-ceed199e-ae3e9c9c-002590f4effe-81ad35b8dcb24544&q=1&e=01be0f71-a971-4822-9722-b04f88ab2a89&u=https%3A%2F%2Fwww.cdse.edu%2FTraining%2FeLearning%2F
https://protect2.fireeye.com/v1/url?k=d5e6f64d-b535e0ae-d5e665ac-002590f4effe-d991305d15b87204&q=1&e=01be0f71-a971-4822-9722-b04f88ab2a89&u=https%3A%2F%2Fwww.cdse.edu%2FTraining%2FeLearning%2F
https://protect2.fireeye.com/v1/url?k=d5e6f64d-b535e0ae-d5e665ac-002590f4effe-d991305d15b87204&q=1&e=01be0f71-a971-4822-9722-b04f88ab2a89&u=https%3A%2F%2Fwww.cdse.edu%2FTraining%2FeLearning%2F
https://cint-gsx.learningbuilder.com/account/login
https://dodcertpmo.defense.gov/Portals/62/PDU%20User%20Guide%20v2%202022.pdf
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Registration Instructions: Click here to register once the registration window is open. If you receive a 
message that the class is full, you will be provided a link in order to register via the waitlist. The registration 
portal will provide instant feedback on your registration status. Please direct questions to 
NCSC_ETD_Training@odni.gov.  
 

 
 

 

 
 

 
 

14-15 Jan 2025   Virtual 0800-1600 Registration opens 03 Dec 2025 

15-17 Apr 2025 ln-Person 
(Washington D.C.) 0800-1600 Registration opens 04 Mar 2025 

24-25 Jun 2025 Virtual 0800-1600 Registration opens 13 May 2025 

19-20 Aug 2025 Virtual 0800-1600 Registration opens 08 Jul 2025 

16-18 Sep 2025 ln-Person 
(Washington D.C.) 0800-1600 Registration opens 05 Aug 2025 

04-05 Nov 2025 Virtual 0800-1600 Registration opens 23 Sep 2025 

https://ncsc.icsurvey.dni.gov/index.php/125533?lang=en
mailto:NCSC_ETD_Training@odni.gov.

